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mm* 

liS[(Df aV ^ ?: 'J - 7 i: I TM b 1 7 U -(D)V~ bfrbV-^&VCDrtx 

IM^r-^D'y^ (EKB) ioTHt^fb^tlfeE KBSe^^r-fflF-^^r- ( 
KEK) 

frrfE^M3f-;/n>y ? (EKB) (C^M^tlfeEKBgH^^r-Bif-^dp- (K 

iJriBHifgttff «s&m ? t j jut. 

- (KEK) !C«J:oTlSffl:bfe3>f>f ^-«^ftf-* : E (KEK, K 
con) S^tf«^T?»Scii:S:«ai:-rsft*^i tcfS*©^-*^^*. 

^mit*r-7Uy ? (EKB) tC&M£ ftfc E K B BBfe3f-H?-£dp- (KEK 
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z <omirij v y hmo^^mmmt^m^y r <i ;wc^$ *i$ e k b -it 

#=5p- (KEK) ©Ht#«taS:llff LTBl^SiXS^-BiF^fc^-S^^U 
» L##flT S £ L 3 £ i: f S If &m 1 tclB«© -7 s - * #L3S=gfi 0 

-t*- (kek) <D&^MmzmftLTm%2nz>3r-m^t*r-z*^vizi& 
-m^*- (kek) ©aM^riBffiswsL, affl«rii3&»-&jcfivxT^ i eutc 

iftfB^SMfc^f-^n y ^ (EKB) IZ J: o THiHHt $ *l£ E K B gHM 

(KEK) tt, 1&f$ (A-^ 3 >) <f3g#&2*l, 1ft^©55«f«i 

hl/-^^r- (Kstd) TJie'^bOT^-^^taSlfllrtClHIK^StCftiWlLfc 
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ht^m^it^r~(D^t it©f/wx^-^D y v (dkb) z^-zmmm 
ta-n^s^ ^ (D zj y r y v n$i * r=. itmrn^m izn-tz^y^-yy mm 

t»-^D>y^7 (EKB) JC<fcoTBiP#'ff:3tlfcEKBBB«^-Bip#^r- ( 
KE K) Jca6r3V^T^^IB*Bff#»a«CDaffl^*i:ft*3>^>y»S:^'r 

[Mio] 

mmmmmm- m ? r >r 

3>^>y<Z)^#&Sffltf)giT&£n>^>y3r-K c o n £itfiH3r-Hf-5!-3f 
- (KEK) fC<fcoTBff#'ff:L/fc3>'5 :: >y*-Hff#fl:5 s -* : E (KEK, K 
con) &^tf#^&Si^&4#«fct-S»*^9 KlSB«©-?-*«!.a*e6. 
[3»*^1 1] 

M%S\ } C*-'7UV V (EKB) KftlftStlfcEKBBBfe* (KEK 

) Km^^xmm^m^m^^mm^mmMmt^^ny^yvm^mizjz^ 
m^mi 2] 
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(kek) <Dm.^mm^mn LxMn^n^^-m-^it^-^^^viz^ 

[ft^^l 3] 

#3r- (kek) (Dm-^mm^mn Lxmn^n^^-m^t^-^^^vizm 

-Ht#3f- (kek) (Dmm^sm^nmv. mm^m^m^izmyx^^viz 
^&>i&mhfr*c-m^*- (kek) &&jbu mm*"Sffitem&iz&^x<D& 

m&m Hi 

fB'&f i£fi;fr zozLy^y yn£. £ £ lifHUiSff izw? z>^yry vmm *. ft & 

^A$r^-t<g>^ny^Aii#fc^T*feoT, tiffany fcTa-* • ^n^5Att 
-Bgf^^r- (KEK) ©a^-5TIBffi&*!|j£U nrfBfcS^tCfc^T ;* ^ U &C 

f^nit^-Bif^- (kek) zmmis. mm^Biffi&m&iz&\,\x<Dfr 
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[0 0 0 1] 

^IC Mmt*-'?Uv V (EKB) tCfcoTBgp^fcSnfcE KB|!i^-Hf 
3f~ (KEK) tS^V^T^#^|gJ&l©#«taat©jg|ffl^i:&S3>7 L >^» 

[0 0 0 2] 
[(£#©&*&] 

i*l£> & a y^yy (Content) fcpg^SO Sr. >f>*-*yh^s© 
*^h>7~?, &6v^£, *^y#~h\ DVD, CD^BSfcS^tBfcaBfflMKtt 

^yVlt. rL-ifcDm^i"«> PC (Personal Computer) , :p?£^jg2§, 
tttf-Afc&JCfcttSn^vy^-dteDSfe, fe-SV^i^^U*- K, CD, 

[0 0 0 3] 

5 ffi$E#2 0 0 1 - 3 0 3 8 6 7 0 
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[0 0 0 4] 
[0 0 0 5] 

o 

[0 0 0 6] 

it'feSo t-^^t., M^-ii-f y%-% v vm^hxmmt-^nr^^?-* 

[0 0 0 7] 
[0 0 0 8] 
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SrSfBft-r**©"^*)*. 3(D^0ftWj:»DES (f 2 - # Hf-S^m : De 
ta encryption standard) 
[0 0 0 9] 

t, ^(Dmtfiz&^^xmmtm. m^tm*$i&'t€>&<Dx$b2> 0 z.<d&oiz 

[0 0 10] 

4*B8« 5 #^MAiC^:f £Rf-fHL3:#£, ^tf)#5£MA# 

j: o x m^rit z ft tc jcm &m®m & # ^> m a <d * -* z> z. n w x g „ 

^^ItlMfb^^CDfSSlft&fetfncteR S A (Rivest-Shamir-Adleman) Pg-Jf^ 
i©«fc^fcl§^t#:i£&£JMt-&£i:tcj: U, Hgp-iHbn y^ryy SriE^a. 
- if (C *f L T © # fc-Jf- of |g h £ 2/ ^ A # »r |g £ J& -5 . 
[0011] 

0 £ 3 £ t6»jS] 

±tz<D&oteny7 : -yymmisxv L 2±xiz. ^y^-yv^mthx^-^iz 

> > y £ tt-f- "T 6 n y *r > y * - & IE S & :i - if fc © fr^fe-t Z> < U 

JB£*iTv^„ ziyTyy*-&fa(D^iEte^}s -^*ffi <?t-sb<Dnyryy * 
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[0 0 12] 

^y^yy^-o)mmmizmumm^mn-t^^tiz^^rn^Oo — jR&fcgg 

■r- * , #U it ny^yvth^^^ny^yv^- fcRf-^fb L TilfB S^T & 3 o 

[0013] 

(C, M1bfc*c--7Uv 9 (EKB) iCioTPt-^-'fbStlfeE KBiH#^r-Bt#dr 
- (KEK) CStJV>t|!l#^tBftf|p^l«©»ffl^«i:a!53>^>*;RS: 

^•TU yt-tivy V • LTf^oSMttf^fiNR^r^ 

[0014] 

[srs «?&-r -5 & * ©mi 
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Mmt*--7uv v (ekb) \z ^-Dxmmt^nr^E KBmm*-^*- ( 

KEK) 

1tmm$hik*c-'7U V V (EKB) lC«tfft$*lfcE KBIfS 3f-Hgr-^3f- (K 
[0 0 15] 

=¥-Ht#^r- (KEK) K ioTH|^lfc3>f>7^-lt^bf-^ : E ( 
KEK, Kcon) Sr^tf«^Tf S>« £ £. £#^£1-& 0 
[0 0 16] 

it, mmt*--7uy v (ekb) K&mt*nr~EKBmm*-m^*- (ke 
k) izm^^xMm^m^m^^mm<DmmMmt^^ny^yym(DmM^ 
ct, Mmmmmm-nsmm7T^j\yrp(Dvy{7j3yy h • f 5 -* fcufr^-sgts 

[0 0 17] 

«F#3r- (kek) (Dm^j&mzmn isx&mn&*r-t&^{t*-***v iz 

[0018] 
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mn*- (kek) (DU^&mzmfi LTmmzti2>*-m^t* jc 

V*T, ffSH^^U K^tbfeffll,&3r-m-%*- (KEK) (DMR Hflgtt £ L 
, jaMnrig^^fC^VNT^^UlC^ib^ML^^r-Bi-^^- (KEK) 

[0 0 19] 

(ekb) iz£^Tm^itznm&;2nz>EKBmm*-f% j %*c- (kek 

[0 0 2 0] 

it. mm(D'mmmmmm^v~ynLxmmhr^yv-(Dji~ bfr^v -7%x 

fCT, fc^f ^ U T Wife £tlf=. } ) —7 — Ir-^^IiSi^© 

^ h ix — ^ — (Kstd) xm^iti,XT-*mmmm\H<Dm'B^miz&mL 

[0 0 2 1 ] 

it. M©f - ^MStt & 'J - 7 1 1 Tifil L fey 'J - 

-©Say -7^?,±ffi»cMS^^J:©«[»©©S*sy - K3f-£TOJfCRir# 
ft bfeHf-sHb^ LT©f;W ^^-7*n y ? (dkb) fc^-^flLJi 



1 0 
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[0 0 2 2] 

_t©;i/-K V-K, fcJ:tf U-7lC#**-&^|fctfttfc ! *--y U - £^PiJ&1r 
mmt^r-ZfU^ ^ (EKB) tdJ:oTI©^bStlfcEKBgB'fidp-Bff#^- ( 
K E K) (cSr5^T«l#-5Ttg^^#M^©jIffl^i: 3 ^ i£S:^-f 

[0 0 2 3] 

7 7>f;i/it ^yTyy&m^t&mm&mxSb&ny^-yyir-K c o n ^rStfta 
=¥-fJgf#3f- (KEK) iC^oTBf-^^Lfen^-^^^dp-Bt^^ 1 -^ : E ( 
KEK, Kcon) S:^t{i^tfft6ii:S:^«i:t5. 
[0 0 2 4] 

(EKB) lC&M$*l£E KBIBf§3f-ft#3r- (KEK) lC«-5 ^TBtfS nTtg 

&m^mmm<DmmttM£.te&riyTyym(D^mizj&vT. mmmmmm^'m 

[0 0 2 5] 

^^^mmmi^mny r4 jnz^tn^EKBmM^r-m^^r- (kek) 

[0 0 2 6] 
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#-V\K^S«SfiFBrflllR7T>r^/tC^*tlSEKBK'©*-Bff-^^r- (KEK) 0>fc 

-m^*c- (KEK) ©jafflBflBttSrWSL/, Jgtf Brffifca^tCfc^T*^'.; £ 
^ftteaftl/fc^-BgH^- (KEK) feffiEU M*^Ifg&l§-S-tC;i3V^tf)^ 

[0 0 2 7] 
S e> \Z , © 31 3 © {R!f® 

fE'Giigff e> © n > -x- > yS4 * lifHIi^MlcM-t 53>f> ^ SE» Srff ft 

*<D*k-tj}Vy Y>&<D&^mfemffr'*$tii&'7 y 4 Ji>tzi£$Lti& ekb BBM^ — sir 
f§r*c- (KEK) ©«#«tfflS:^ff LT^^tl-S^-Bt-^^fb^-^^^U &C& 

(KEK) ©jaffloriBttSrW^L, j8M «Tffifc$§-£tc;fev^* ^ U ic 
^to^MLfedp-Bf-^^r- (KEK) &fffiU fcE^ffifc^JCfS^T©* 

[0 0 2 8] 

* • ^n^AS:3>t:a-* oT383&^*eai«'rs«#-e*>«. cd 
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[0 0 2 9] 

[0 0 3 0] 

[0 0 3 1] 
[J/^-r- AIDES] 

. r-^M#!52 0 T-ii, ^mhtc^mtny^yv^ ^^^itm^^tny^ 
yv^-m^:^hXny^-yv^>^^\tny^-yv^~m^n\^X. mm? 

m^rni o tT-zyam^WLz o i:©n©f-^jcitt, -r y*-.*v h^#>* 

V h t7-# fe^^ttDVD, CD, *<Bte©M»^ffifcg21*afc# SA- 

LT Hfif 

[0 0 3 2] 

Mil LTtt^'E'J^f^ y# (Memory Sticky*) ) #-^£ti£ 0 ^-##133^ 

3 o fr^^-zmm^mzft-t ZT-x&McDffiiz^ ffi2asE«a, fe^tf^ 



1 3 
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[0 0 3 3] 



[0 0 3 4] 

n>^>y@E>f5#jg l 0 £LT&, Ml, fMIi 2, «fg 

@113, DVD, CD^f-f714^*»J, — -r- ##t3S#m 2 0 
(Df/U^i:bTH /\°-y^-;i/rr> t°rL-^f (PC) 2 1, sK- # ^fyH 
X (PD) 2 2, 3&*£«3g, PDA (Personal Digital Assistants) ^CDg|^ 
«2 3, DVD, CD^U— V^©|a«#*«f, $*-A385fc24, ^U-fc 
-K (ex. ^'J-^Yy? (Ml) ) £faMU&fS£gfi2 5##&& 0 

[0 0 3 5] 

ti, rt-v±)\;ny\f=L-$ (pc) ioo, ^£$sfs 2 o o £ j: tfiHDSiSfll 3 
oo^t'fflf-^ (ny^yy) <D®mmmmzBLr=.m-c$>z> 0 pcioo« 

, ^nd^Afccfctf^-^ffilfcJB©^- Kt-V (HD) ££tC, ^ 

[0 0 3 6] 

^-y-^;i/3>tfi-^ (pc) loot*, ^*ia«i^<z)# 

S^^y h^-^tC^^nrtg-efeU, EMD (Electronic Music Distribu 

tion: m^Ws£Mg) * if(DV- tf* SrH^'t £ ^if- ^ ^"D A-f #* 

, #^fe^fi2 o otcffi^j-r^, A-y-t-;i/=i>tf^-^ (pc) looii 
, ny^yVr-^^m-t^\zBt^-DX. *&^{c/&£T, ■tf-tr^n/W # 
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Vi-Jiny¥x.-& (PC) 10 0i±, Mx.lt. CD, DVD frioAJj hic.^ — 
[0 0 3 7] 

ia*^«3 0 0ti, f?££§fi2 o 0ic#LT5iSNBlB3£fc£m, Mil^^'JX 
7^ y ? (Memory Stick T'&U, 7 v v S/ a. ;* ^ U & if 0) nf IB & 

[0 0 3 8] 

g|2{C^-rJ:e»{C. PC 10 0, S4ii2 0 0, fBH^B 3 0 0 laiCfe^S 

t? © n y <r y y #gfr©|^jc \% n y y v £ ffgwt t" -5 ^ i: -e^- # <z> -fe ^ a. y ^ 

[0 0 3 9] 

toaayTyy^-m^ik^-^vm^tem^m*-*:. ^{ciE^^^^-fe 

[0 0 4 0] 

0 3 (DMTmizB-r-t-yAO- 1 5#3>7-:/y-?-*(Z)iS£, HffS:fT*;-5 

) -rj&*3^H3 \z^mmv u - (*) #jg©#^(u-"7 : 1 

eaf ) ifi -£ tl tl <D -r * 4 X IC m ^ "T -5 . 
[0 0 4 1 ] 



1 5 
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3 ic^-rpgjfy y - (tK) ^sticfctt-s, McM-s^-e© 

^-•fey h £*^y lC^^t-e o EI 3 ©STISfC^^K 0 0 0 0~K 1111^ 
O-h*-) fr<b, 5TS*»& 2#@<Z)gfi iJ - K) tCfa^^tlfc^- : KR 

~ki i u;-K^-tts 0 

[0 0 4 2] 

0 3 {C^t-ty U -#JSfcJCj3^T, M*J£tVW * 0 tiU --7^r-K 0 OOOt 
, ;-K^r-:KOOO, KOO, KO, KR&MtS. WX5ttK0l" 
0 1, K010, KOI, KO, KR^MtS. X 15l±, K 1 1 1 1 

, Kill, Kll, Kl, KR&MtS. Si 3 <DV U - iC&^-f * 

#0~1 50 1 6fl©*|H*Stl, ^U-«3§ 5 &4S«^<3Di&|S©i:tifc^^ 

[0 0 4 3] 

H3©yy -flutter* ns^-^^^JCJi, «^>&iH»iSC^ Milf 
U^&fgffiLfe^^U K, DVD, CD, MD^ *£*&#-r :/tf)fE'&l=gg 

[0 0 4 4] 

m^il^&TVN'-f r^'J >r->>a ^x^-Mc£ v^T, #1 

x-izmsftAmx-m/vt'^-fr. -t^^^A-f *o, 1, 2, 3&ra— ©ia»iiE 
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E3<z)£j6§^^£3i53\ t^^f/^xo, i, 2, 3^i^®^ 

[0 0 4 5] 
[0 0 4 6] 

53^®f;HX0, 1, 2, 3 it; - F=¥-£ LT^jICD^-K 0 o, ko, 

n^f^^^-^r/W^o, 1, 2, 3©#lc^^5~fc#r*tBfcfc5 0 - fc 
^iilC^-TSy- K^-KO 0 £#£n>^>y3f-£ LTtg^ti 
tf, «ffcJ&«ISI#S:^ff*rsri:3&<"7 s A>r^o, l, 2, 3 <Z)^ic^il(Z)n> 

dp-KO O-eBgp^fcLfcffiE n c (KOO, Kcon) * y f> C - ^ L 

T&swifa^ttfc&iftLT^vwxo, 1, 2, 3izm^-tn\,f. ^a^^ 

0, 1, 2, 3<Z)^#\ ^tl^tl©^^ JUcS^T^t" S^^y - K^r-K 
0 Ol:ffiV>tH|^Enc (KOO, Kcon) *B^X n ZJ^VV : K c o 
n Sr&SdfctfBrfBfcJ&S. Enc (Ka, Kb) tiKb^KalCioT 



1 7 
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[0 0 4 7] 

a>SH?j& t IC£^T, fV1-f* 3 <£>$pt1~£it :K0011,K001, 
K00,K0,KRM*f (Ay*-) JCJ:y*«fStlT«ML/fc3i:««»«U 
*ft#», S/^A (f/HXO, 1, 2, 3<DtfJU-Zf) T*m%:mt<: 

£#)IC&£, ;-K*-:K001,K00,K0 , K R &^ft-? J ft$T£&^K ( t 
) 001, K (t) 00, K (t) 0,K (t) R{C3g*fU fA>f^O, 1, 2 
&C^©H$T= 3 F-&&X.£i&g#&£o iif, K (t) aaali, gtKaaatf) 
-fftft (Generation) : t tf>35§T ^ £ fc^l", 

[0 0 4 8] 

35«f*-©SB^T^a3goV^TSi9§t•5c *-<£>3girtt, flf*.tf, 04 (A) IC^ 
T^^&lb^r-^n y 7 (E K B : Enabling Key Block) £V$\£%1 & U v >7 - 
#JC«fcoT#/«3ft£7 L -:/;i/&fc£Atf*y &5W;i:|B«iiWfctCf6 
IHbtf/Mxo, l, Ejc^jft-rsifcic^oT^ffStiS. ^Hrtfc* 
-^n^'(EKB) tt, 03jc^<fc3&y y-#Jg&||/£^$#y-:7K:# 

is*r s -r^w x ic§t£ (cHff 2 nfc * - & £ »©flf-JHt * - tc j: ^ r« 

j&SftS., ^SMfc^r-^n y ? (EKB) Ji, ^-Si^nyi' (KRB : Key 
Renewal Block) £ Hflfft & Z\ £. %fe|> 0 
[0 0 4 9] 

04 (A) &c^-r^M;3f-:/ay * (EKB) tcte, J - K=*-tf>3g§r©i& 
Sfc<yVW X "Tfg&T 1 - *«J* y * t-*- # £ ITMS ft 
£ 0 04<Z)0!U£, 113 \Zm~$V U -«St(t»©'5VW*. 0, 1, 2lC&^T, t&ft 
t ©Mfry - V*r-*mi$-?2>Z\£.$:BW£ LT^Sftfe^n y ^-JfZffc 
So 0 3fr£>BJ!£fr&J:e>&C, -rA-f^O, ^A-T^lii, 35*?^- K=*-fcb 
TK (t) 00, K (t) 0. K (t) R^HT'Jd^ ^A-f * 2 3g$T/ 
-K^r-fcLTK (t) 001, K (t) 00, K (t) 0, K (t) Rtf&M 

[0 0 5 0] 

04 (A) ©EKBJCj^SftS J:^JCEKBJCl±«»<Z)Pff-^-fb^r-^*ftS 
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. STSOBgF-JHt^f-tt, Enc (K0010, K (t) 001) T*&£„ i*l 
ttf/H^2©fiFO'J-7^-K0 0 1 OJCioTB&^bSnfeHSf^- K*- 
K (t) OOlt'fe'J, tVWX2&, g#CDj#oU -!73f-lC J: oT^CD 
flS=¥-£tg#U K (t) 00U#S3i:^T^5 o £ ^#JC<tUf^feK 

(t) 0 0Uffl^^T, 04 (A) ©T**& 2SB©H6HHb3f-E n c (K (t 
) 001, K (t) 00) Srlft-^BriBil&y, Jgffy- K^r-K (t) 00?:f 
£^£#-C££ 0 MTmJk. 04 (A) tf>±#M?> 2|gg©flgr#fl:3f-E n c (K 

(t) 00, K (t) 0) fctg-SfU Hfr^-K^f-K (t) 0. 04 (A) (D 
±fr£ HSBcM-JHfc^-E n c (K (t) 0, K (t) R) 5:t#LK (t) 
R£#£„ — f/HXKOOOO. KOOOKi, y — K^f-KO 0 0 &jg 
fr~rs*f«{C^-*tiTfe^-r. Hff^ - K=¥-fc LTMftOtt, K (t) 0 0 
, K (t) 0, K (t) R"?r«><5 0 f^'XKOOOO. K 0 0 0 1 it 04 ( 

A) <D±fr*) 3©B©Hff^b^r-E n c (KOOO, K (t) 0 0) &tfbK 
(t) 0 0, &J$tf#U 04 (A) C±*»5)2gl©^ftf-Eiic ( 

K (t) 00, K (t) 0) &fc#U Jgify-K=¥-K (t) 0, 04 (A) 
<D±frb lSB©BgF#fb*-E n c (K (t) 0, K (t) R) &f^LK (t 
) R£#£ 0 ^<£>J:e>K:LT, f/HXO, 1, 2 fcjJ&Brl/fcilK (t) 00 1 
,K (t) 00, K (t) 0,K (t) RSfSitraS. fcfc, 04 (A) 

[0 0 5 1] 

0 3}C^f yU-*3t©J:fi[®©y- F3f- : K (t) 0,K (t) RCDJggf 
^ST'S)^ 7 - K*-K 0 0©*©Jg«f«!3a^SlT?*St&-&JCtt, 04 ( 

B) <Z)^^^r-yn>y^ (EKB) S:fflv^*r ill?, 31^7 — K^f — K (t) 
oo^f/U^O, l, 2JCBW|ff s^fctfTf^s. 

[0 0 5 2] 

04 (B) (C^-TEKBtt. mX\Zmfe(D7)\<-7\Zi£^T2km-tZ>ffit~t£n 
•t^-y^CD^A-f 0, l, 2, 3#&£fa#g£#&/BVNT;}5U, *rfcfc# 
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m<Dn>T>y*—K (t) con^lT'feSttS. fA^O 
, 1, 2, 3©&j®<Z>y-K3f-KO 0&35frUfcK (t) 0 0 fcJB^T*rfcfc 
*3®©H«fn>^>^^- : K (t ) conWftbfcf-nnc (K(t 
) , K (t) con) £04 (B) IwittEKBililtCSftS. r'CDBB^tC 

[0 0 5 3] 

■r tVw^o, i, 2ttEKB&»iir#feK (t) oozm^r 

[0 0 5 4] 

[EKB &{££9 Lfcn>f> vap — CDIB^P] 
05 IC, tHit'03>f>^^r-K (t) c o n £ # £ MSM £l It, K ( 
t) 0 0 *m^T%ifete¥<m.<Dziy'ryy3r-K (t) c o n £R|HHt Lfc-r- 
f Enc (K (t) 00, K (t) con) £04 (B) E K B £ £gB# 

JSE^&^-LTSISLfe^A^^ OCD^ta&^-r. E KBlCfcSflgF-jHt* 

yfe-S?-5*-# ?:=r>^>^/dr-K ( t ) contlyfeflCe»5. 
[0 0 5 5] 

E KB £ g##&e>^D#>*&MLTV^ y - K^r-KO 0 0 ££J V^T-tiiE L £ £ 
|Bf^©EKBMStC<fcU, y-F^r-K (t) 0 0^t5 o $ £ fC, m^L 
fc35*T>>-K*-K (t) OO&ffl^tllfn^f^y^-K (t) confc^g 

[0 0 5 6] 

[E KB07*-77 h] 
0 6 &C^<ffc=5f-:/a y ? (EKB) 07*-7»yh«^t. A-^3>6 
0 1(1 i»ft*-^a^ (EKB) >£^t-f§5g'H=-T*&6 0 
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fg£f#o 0 -x^^U*, l»ft^-^n*^ (EKB) (Dm^9c(D^A4 XIZM^ 
SB«^U-©PBJff»&^ 0 -r-#/j<>f 6 0 3 IM^r-^n^ ( 
EKB) ^©^-^^©fifll&^^-JK^ #?*5K-f 6 0 4tt^if 

3P<Z)&tt, *i&stf>f 6 0 5 tt^i&OffiS&^-r^^ >4f 1?»«o 
[0 0 5 7] 

[0 0 5 8] 

fflivit. £ VX%iz.M4: (A) 'cMml^f=.mMit^- — yu y v (ekb 

) £j£ttt-£M£^LTV^ 0 rcD^r©^-*^, EI 7 (b) &c^£e>tc 

£<Bfc£<Bl©-^ft3f--fc: -gratis N«y^;-K©7Kl/^Sb9^; - K 
7FUXttS. h^-<7)J|ff^-K (t) R#-££*lTV^S 

h«^;-K7Fl/XliKRi:^S„ 3©££, Mi tfflLhS©'?-.* E 
nc (K (t) 0, K (t) R) fcJu 0 7© (a) fc^PgJffy U -KZ^Ttttt 
CSS. iit, Enc (K (t) 00, K (t) 0) T?&»J, 

jB<«!J£3*1*. *>f\% {£ (L) :& (R) £LTig)£ 

3*15. i±tOf-^Enc (K (t) 0, K (t) R) <D&\Z\Z?- # 

Tw^-^tc^y^ig^^n, H7 (c) {c^-r^-##K & j: t>*# rmtfimffc 

[0 0 5 9] 

^-^Enc (Kxxx, Kyyy) #y U -«Jg© if 3 tC&fi b T 
Enc (Kxxx, Kyyy) . . . (i, ^jMStCBgp-^-fbSnfe*-©*!^^-* 
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0:Enc (K (t) 0, K (t) root) 
00:Enc (K (t) 00, K (t) 0) 
000:Enc (K((t) 000, K(T) 00) 

BB-fWcifevxTtt*?* L<fc^.' ZftizML, ±>4L/fc^f Sr^-ffiSSr^-rsH 
[0 0 6 0] 

E6ICM0T, EKB7#-T*y MCol>T3&ICSil!l!t6. ^£ (Signatur 
e) tt, Mm\L*-?Uv Z (EKB) £»ffLfcW;U*««3g1z > 

^tt*ifettSEK:J:oTiE^3&^^b^r-^'ny^ (EKB) 3fc*r##3B*?Lfc^ 

M^-^n>^ (ekb) ■•efeSifc&fltig'rSo 

[0 0 6 1] 

m^ritLtcZiy^-yv^r-t., E KB{Cj:oTHt-^'fbL/fe3>^>^^r-Pi#^ 
- £ ffi i± T sttfl" -5 »C o V \ T Tift W 1" £ „ 
[0 0 6 2] 

®8 fCZltf)^-* flgj$ $:^t-o BI8 (a) (C^-T^IC VnT, Enc (K c 
on, content) 80 1 ta, ll^-^^y (Content) & :2 >-r > y df — ( 
Kcon) T-Bf-fHtLfc^-^T-fe U, Enc (KEK, Kcon) 8 0 2 1±, 
ny^-yV*- (Kcon) $rH>-^>^dp-Pt#=¥- ( K E K : Key Encrypt i 
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on Key) T?Uf-£ffc L fcf*- # T*& »J , Enc (EKB, KEK) 8 0 3H 3 > 
T^ydp-HT^df-KE KSfM^-^D >y * (EKB) tC J: o TffiHHfc L 

[0 0 6 3] 

3>r>7*-R|f^-KEKtt, H3ta%t;-K4r- (K0 0 0 
, K0 0-), h^- (KR) @^otti<, ££y-K3f 

- (K000, K00 •••) , &Z>\,^&)1- h^p- (KR) JCJ: oT«|-JHb3*lfc 

[0 0 6 4] 

138 (b) II!(©3>f>^i!)^rY '7£iB#S*U ^ti^tl^lU £ E n 
c (EKB, KEK) 8 0 5 fc^Jffl UT V^^1=r©#J&M 3<Z><fce>&#i 
J&JC&^T&, #7=-#JCRrCEnc (EKB, KEK) fctfZrtJ-f -5 3 £ & < , 
Enc (EKB, KEK) iZ U > * U > ^ft 5:^tf- # # tC#iU 

[0 0 6 5] 

LfcH*r/-K*-K (t) 0 o i: LtijSbfcS^©M&3?t.. io«^, EI 

, 1, 2 lC*f {C^-T (a) m%5ik*c-'7Uv V (EKB) (b) 3 

(Kcon) frnZ/TZ/V^-m^*- (KEK = K (t) 00) 
~VBgmtLfr"r-# (c) ny^yy (content) £ n y^yy 3p- (Kc 
on) "e^-^-fbL^T 1 -^ £gB{Sf 5£fctc<fc »J, ^A^f^O, 1, 2«n> 
> y 5: # 3 3 £ # T' £ £ „ 
[0 0 6 6] 

V^1ft#*&3ilCj: »J, n>-^>^/^-Bif-^^- (K E K = K (t) 0 0) 
t5„ 7£{C, K (t) OOiCiSf^Ci^^fV^^-Kcon^lll, 
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JCJ:U, -r/W* 0 iZziy^-yy Z>, f/HXl, 2{CfcVAT : fe; 

#^M^SMS^MIT'E KB *®M-tZ>Z.£.\Z& 3>^> x y=¥-Bf#^r- ( 
KEK = K (t) 0 0) &3t#'T5£fc#-srtB£fc»J, IH^iCn>^>^$:^Jffl 

[0 0 6 7] 

0 3 (C^t* fffitf)^;!/-^©-?^ , 5, 6-li, ^©B&cD-r-* (EK 

(kek = k (t) 00) sratw-rsrii^Tjsftvx. mm 

-TffcJ:, n>"T->y3r-fl£-£3F- (KEK=K (t) 00) S:JR#t6ii:^T 
[0 0 6 8] 

[0 0 6 9] 

IM#-^D^ (EKB) , 3>a->y^r~, Rir-ifflin:/^^ 
-zfuvv (ekb) , ziyj-yv^--, vgmkny^yy&v vd, cd^<z> 

-^n»;f (EKB) ©tfc-^tCJ: U&e>ft53:/^>y 3r-&flgM"t£ J: ^icjg 

f fjffi ^rig & -Shi; =1 > ^ y v aym^mm, -r & *>mm «rtg & 3. - if 7 a a?,*. 

[0 0 7 0] 

Ell OKmmumzmmtny^yv hh^}\zm^Jit^~^uv ^ (EKB) 
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i~c 4 *u $ ^\z&W&ny^yy\zmm^&<Dmmt*-'7uv V 

(ekb) *mmtfvitc.T-zi$w s m-zn, ■zt>\zn-vmyM(Dmm\:*-~7 

UyV (E K B M) mm^nX^^> 0 WitfEKB.ltta^f^^CU 

mmt\st=.^yryV*c-K c o n 1 ^^^f £ ©fC^M $ *U MA«EKB_ 
2 tin >f>yC 2 fem-^-ffcL/fen^^^^^-K c o n 2 •£» ©icftflj 

StlSo ^-^H^M^Sjtffc^f-^ny ? (EKB_M) #|B» 

M) ^tiT^S©"??, m$bfc*r—'7u*j9 ( E K B M) ©fc-J^JCj: 

»Jn>f>*;C3, C4ffln>f>^^-5:Mt5ii:^t^5 0 EKB 1 

. EKB_2^i5 :^ -^^^^c^&M$tlTv^^v^©T^ «ffcj&«l«#a, M^L«*V 

SUt-^-rSfcttJC^SftE KB_1 , EKB 2 &Ife#-r -5 r £ jb<&g£ £ & -5 0 

[0 0 7 1 ] 

immv y -^©^j^rr u 

m^m&Jl- h*-, y-K^r-, H3<Z>pgJSy y-^tL 

T*/8U 3>^>y^r-, BSE*-, I CV4^^-, VUi^n ^7^3 

- h\ ^-#^£;££M:*-:/ny ? (ekb) ££ : fo$cRif-SHt;i,T@af&'r£ ; Bi 

[0 0 7 2] 

01 ltcpgJS^y-«^©^^Jy-©^©--M$:^tt-= Si llcfcVNT, 

©^rastctty- k^p- 1 1 o 2*«^sti, *ratcti, y-^^-1103 

[0 0 7 3] 
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183^7- Kii-TS. HM|gcD 1 -dV> J- K&Hj&fc LTJ^T, M+llgj^T©^ 

[0 0 7 4] 

Mxlffll 10WB©lo©;- Kl 10 5tCtt*-r-=TU C^^U^-r-y 

dais) ] tf&jeastu z.(dj- Furizmftz j - k, y-^ji^y* 

[0 0 7 5] 

^fc, M®fr(b»a#Ttt<0«&i^:&7 L :Jy ;-Kl l 0 6£L-Cfg^i" 
6li:««T»SS. Mx-iiSlc^-r «fce>ic^^rru U^'J^f^y^] 

i o 5©2|gT©y- Ktc ^=euxf>f ^^^^Mbfe^^-rxcD^^^ruic 

ic, *^*^=fuy- K*e»*s^fflaf©y- Ki io6jwtic, n£#;g#§ 
©^^^uic^-*tisw^^tg#^«ts©y- ki i o 7tfmfezn, 

£*©T&K:, WlKH^t»IBf?ff!«SS©*^dry Jc-^*ti5 [phs] y-Ki 
lost [!»»«as] ;-Fno9 &SKjt"r<5£i:#T?£<&. 

[0 0 7 6] 

s&jc, ^-r-zfu, -y-fjtjTztvit. x<Dnm<D 

"5#tJS3Mau *>«&V^±H«1J— 

*^dTU y- KSr^-A«*^-*-©IE0g'rs^--A««XYZ#«CD^y 
- K^LT»3t-r*i«, ^-*-©flR^-rs^-A«4»XYZ»c-f ©Hj^y- K 
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«T IB & 7 s - # #BB# bTIB £ * -5 o 
[0 0 7 7] 

n>^>y:/DA>f F£H*£t-£;£?M;3f- 
(EKB) &3StajC^J6RLT, ]H,& - TOT^Mf £ tVW *JCffi# 
S ifi »im £ & y , II * 7 - F leM £ & v >fifitf> # ^ U y - K IcMiT £ 7-* 

;w x ic i±£ < jg« $ -r ic 4p - h$t itm? -t z> z. tit-em & a 

[0 0 7 8] 

«y-7^r-, y- K#-&^T*M^te>&W&ffc*-:7ny* (EKB) & 
*^LTSI« , r*. «itf012 (a) tC^-ryy-H^JC^V^T, »J-7&i 

> a, g, j (D&J- ViZ&^T'&^vSmtemmtlr-^Uy V (E KB) 

[0 0 7 9] 

Mx.«Sff;i/- h^P-K (t) roott'3>f> , y^r-K (t) confcffif 

, jit. ^ft^frtfm 1 2 (b) JC^i-y -733J:rfy -K^-SrMv^T, EK 
B©#LJg&|gfTUTK (t) root L, I&# L £ 3g«f^/- h * - K (t 

) rootlCiotnW^-K (t) c o nO)'& J %®M*:mfihTnyT 

[0 0 8 0] 

3©^-a-{Cii«$tl-S^^'ft:^-> r D (EKB) 0>*j£fcj:, EI 1 3 iC^f 
.fcolC&S,, 01 3 iCa^^Mfc^-^n y * (EKB) tt, 5fc©El6"C3il»L 
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-7 s -* (Bff-^-ffc^r-) i:MJStS*yi:S:^. #**h %izmi-km^ 

TMmLf=.£t)lZ& (L) , £ (R) , ^tl^ftO^faK^-^tf&fUiCK & 
[0 0 8 1] 

Mmt*--?Uv V (EKB) Sr^igLfc^A^^tt, m$b{£*~-7uy9 ( 
EKB) ©l£-J^ffc;*--£*$riC£^T, JE&te^ft*-©«#&a£|£fTLT 
±&J - K©3ISt*-&]R#LTV*< 0 0 l 3 iC^iT <fc e> iC IM*-^n«; 

* (ekb) ^/-h*e)'j-7*?©aa (^x) ##v^s*r, ^(£>^- 

[0 0 8 2] 

^©J:7^«=lr-^n7^ (EKB) ©7-*- **©Bff3*S: nrfgfc L,fc*j£ 
lZ-D^Tffl.m-tZ> 0 HUH IM^-yn>y^ (EKB) fc*-BB#-7V1>f 

[0 0 8 3] 

>f W * - &Sf tS*^S:«gt5. 'H 1 4 © (a) &C^i" J; e> (C, 3f-K 
ff/H ^JCJ:oT©**^3n«^ U -&*SSii-« 0 012 (b) 

K^flSj&Jcg-cJv^s&Tfc&y u LTBf 1 4 ( b ) o>y y 

3 Krootfr&Kj * < < 1 o ©«<D *Wi J: 

<, K r o o t a fi itf K g IClSfeftlCS, K 0 fC tf) 

2 4Mlg*fR©H14 (a) ©yy-#*£2*l&. 
[0 0 8 4] 

014 (a) fc^-fj;e>fc, y- K£LTK0©*&#offiftfbLfcyy-# 
£j&3*i£„ 3S3ff*-IIfe<&fc*<z>^»ft3r--:/ny * (ekb) £*ie>© 
ffiB&yy -{cao'VAT^^-TSo 014 (a) ica^yy-H ^a&flsdp-^n 
(EKB) &«#Bf|B«s5f5aBy - KSfciiU -7&fiTIi: L£ 2 a-dfc^y 
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flMBPBJfy ''J 35«f*-BB^ofc«>©^^b^-^ny^ (ekb) 

[0 0 8 5] 

Wl3tiiBlfc«Jf-^n^ (EKB) #'J-7a, g, j 
^?>K root {CM&£T*<D^TcD:¥-£Bi#fl;L£T-*-# 5:^iLT^fe^ 

-#&&M-t6o HI 4 (b) {Cat-rj:5lC*ifte3^y hfcJ&fe^'TS,, tH 
££0*312 tfy 013©Mt, IU^©^t*$:^t>, £ (L) , ;& (R) , 

[0 0 8 6] 

Z>^mk*-?Uy V (EKB) tt, 014 (b) tC^f <fc 5 JC, gf 1 3 (C^"T 

ik*--7u*j>7 (ekb) $:^Iifc^f;H^(i, * wms\fv hiziftm 

Sr^t5di:*«Tfg5. M^tf-rAW * a li, Bf^bf-^Enc (Ka, K 
(t) 0) 5:'J-7=3p-KatS^Lt, y*-F3r-K (t) 0$:K#LT, 7 
-F3f-K (t) OtiotltMf-^Enc (K (t) 0, K (t) roo 
t) &t^ltK (t) root &Mt5. fAM^jlt m^^-ZEn 
c (Kj, K (t) root) $:'J-7^r-Kjt'tfbT, K (t) root 

[0 0 8 7] 

Sr/BV^T^fSfr-ft^f-^ny * (EKB) £ ZL t. (C J: U , 'p&\,^-#M 
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©taM-^n*^ (EKB) fc#«Tffifcfc»J, «^F-^n 

(EKB) ©^-^Mtf^lftK^fT^tBfcfcS. 
[0 0 8 8] 

&s y-- 7 >y*T?a> 5. f/wx©sicjg 

Mlfcy'J-5:SiiLTEKB SZlhtCj: »J, 3 ft x > ^ 

[0 0 8 9] 

fcfc, r^CJ&^M^-T/ny ? (EKB) it ^t-VX?. DVDfffl 

J: oT«/*3ftS-r-*3Pfc, tf-SHfc^-^-^cppgJiy U -#igtc 
t3V&&&mmT-# £.LX<D* r&£.&&timftoik*--7ny 9 (EKB) IC 

mi £'fit#gfag«# & >r * ic & mmti^m -tjuxi* 

M$hit*c-7UV V (EKB) iZ&ltfr&m-^itlr-T-* ^i©IMf- 

EKB) &>f>*-*y b^tf>*«y Na-^^^ltBEftSi^fcLtfeJ:^ 
[0 0 9 0] 
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mz. ±®.Ltz.mMy u -m&titmmist=.mmt*r-3'u y ? (ekb) jcj: 

[0 0 9 1] 
[0 0 9 2] 

" ® I 5 jc m -t «fc 5 ic , f SH'ISS 3 0 0 it, #|;U;£, ^V=l- )V 31, ifi 

f-f>^!-7ivfX3 2, »P i e^n.-;i/3 3, 77-yi/i^ ; Ey3 4fej:tF7 
7 > yya> ; t i jfI ; Ei;a-;i/3 5&^f6„ mT. #^ — ;i/{Co WCtftty! 

[0 0 9 3] 
[^^^^-^3 3] 
015 iZm'tJ: o {C, |itya-jl3 3tt, flf*.tf, ft«*8£:i- y h 5 0 

, mul-v b 5 1, m&m/mw.3.-y b 5 2, rasME^- ^ h53, 

it/U^ZL-V b 5 4 ^'J:tJf<W»rL— y N 5 5 «fJW^^a-;y3 3 & 

^y iz;Wir;i/^-?AM&£<z>^ -Mfc^£*iTv^ 0 fljJtHr^^a- 
ffii£fcv^e>^#:/A-ffi£^LTV^ 0 SL«»^3.-v h 5 0 li, SL»»^ 
[0 0 9 4] 

fH'UrL- y b 5 1 it, E E P ROM (Electrically Erasable Program 

mable Read Only Memory) 'J U , fgMLaafCi&^&lt^ 

©t-*-* SrSBttLTV^S. HI 6lt BBfllin— y h 5 1 JCffilgS 

5 1 MEtt^-* IK0~IK31, $S*i«M'T : -* I Dmj3£Z$m'mmmT- 
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# K s t mfcfB'iiLTV^,, 
[0 0 9 5] 

Mum?-* iko~i K3m, mmmms o o#s£sg«2 o o tcnt-i 

JCSBS*?-* I KO~I K31©^"b — ©SUtt^-^^^V^AtCjg^StlS 

. PSEH-t 1 -^ I K0~ I K31& itfsB'HJM^-* K s t mtt, fB'ftiS 

tt3 0 0(D^SPfr£il&&VAj:e>fC&oTVN.§> 0 gg^ljr-^ I Dift, fB'R 

ifi3 o o jc^uTrL--^ic#we>tifc»g07 s -* , r*»;, <te>ic, 
ia'«^g3 o o*«fi5fes«2 o o £.<DmvffiKWsmzftomz.nfrm2ftTn$i 
iS2 o o"tcai*'3*is. m'Mmm?-*K s t m«, ""^M'-r s £5&c, 

U 3 4 ^cfHm•T-g>i^iCffl V^^^4^•g>o 

[0 0 9 6] 

ii^^/?S^trL- y h 5 2 I SO/I EC 9 79 7 (DM A C (Mes 

sage Authentication Code) ?f|#& E(DM* <Z>M#£?To T^"r~ $ 
. 3<Z)£^. MAC^ITfCtt, 01*. tf, "Block cipher Algorithm" h IT F I P 
SPUB4 6-2 lCM5£3*l£ D E S (Data Encryption Standard) tfffl \,\ 

[0 0 9 7] 

W2S8fiE3.-y h 5 3 li, |ff£3£«2 0 O^&t-f-rtf-^SAAbt? 
7<r>a^^'J 3 4 lC«£&tfi&f£&ff^0)K:$fc5ioT, *?£^fi2 o o £<A|I3 
TffiSfSIiEfllJlSrfi 1 ?., W238SE3.-'y h 5 3 tt, 77»yi'a^ ; Ey 3 4 

^■btf—r^ tf-^$:i*ll}LTII4it2 0 0 ICffi^j'rsl&f^Srff ^©{C^fe 

3ioT, s^ig*2 o o t<Dmx^s.mMmm^n e>. ffisggsiii-y h 

[0 0 9 8] 

^ N 5 4 DES, IDEA, MI STY^t'ffl^D-yi' 
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m^TJi^v x^-wm^tzfto* tem-ts*- ki±, fips pubsi 

"DES MODES OF OPERATION" CM^fLT^Si 
C B (Electronic Code Book) ^ - K£ J: &C B C (Cipher Block Chaining) ^E- 
Hf-^-fb/lft-^rL- ^ h 5 4 tt, DES. IDEA, MISTY 
teZ&^nvV'&^TJlziV XAX*(DW.-%Z4 : fo 0 ftffltfi'E-Ktt, JtfSEC 
B^E-Kfei^CBC^- RT-&£ 0 SiECB^E- K^itfCBC^- K©:/ 

it/'&^-f&o h 5 5 (i, S§L»»*3.-y h 5 0, fB-KUL-y I s 5 l 

, tt£j£/St3*:i-y h 5 2, ffiS^IIrL- >y h 5 3 £ J: HIHHfc 

[0 0 9 9] 
(77 i y i/ai^'j 3 4 J 

77»;i/aji : Eij 3 4 M^-lf. 3 2M;Wb©IB1llgI*ttS. 
i/n^^U 3 4 tCte, ffi:£3g§E:a.— y h 5 3 iZ J:§S4iS2 0 0 £!B«5!«3 
0 0 fc©ia©ffl3[|8SE»a^J:oT}R^3^iE^^aT*S t!8»e>nfctSJC 

77'r>a^ ; E'J3 4^P>tt fBSSSEa— y h 5 
3 tc ££i?£i£fi2 0 0 i:ffi«£S«3 0 0 t&m&ffiKMU&miz&^XiEmte 

TS4gft2 0 0{Cffiij£;ft£ o 
[0 10 0] 

v^TSlWrs. H17li, 77«yixa^^iJ 3 4 IcaBffltSti&f 5 -* S 
fc#>©BlT?&S. EI 1 7 ICaVTJ: e> tC, i/n^^'J 3 4 jCli, #I>U£> S 

3 3 mil#2 0 0 1 - 3 0 3 8 6 7 0 
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[0101] 

01 8 it. T 4 JV<DWf&$:mL, 019^ ( 1 ft) fflATRA 

[0 10 2] 

S4fl7 7>fM±. 1 A>f hn- FCD^U # — Ktf^fffNM 1 - 

KTBL, ^^EU*- K±#©tfflD'fi» I NF-Si:A^^5„ f-^7 7^;i/ 
©I^NM2, h7*;^0*-fil*|!©h7*^iiTRKINF, A-yff# 

[0103] 

IttA^^ltATRAC30f^f-^^< o WSfc^-^tt, 16K 

<Z)&, ATRAC3f-^77^;i/tf©f^f-^0a>f>7f-^0*t 
[0104] 

S4fi77-f;i/p b l i s T(Dnm&'r-&mm$:B'?o 

myy^JVPB LI ST 1 (l^n7^=16KB) ©iMX""??*) 

@2 0 AtC^-r^'V 3 2;UhA^^S. El 2 0 BlC^f^y #JgAtt 

©gP7>li, *^Uj&- K£$Mc*ff«i&t&NM 1 -S (2 5 6/Hh) , £KrN 
M2 - S (5 1 2 A-T h) , Pff#-fb3*lfc3>"r->^#- (CONTENT SK 
EY) , MAC, S-YMDhmsil, S4)H#Sf It5f-7*;i/TRKTB 
L (8 0 0/Hh) , ^ ^ U ^? - K^lC^ft S#ftf i I N F - S (14 7 2 
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<fc e>tCM/t£*lTV^ 0 
[0 10 5] 

S4ta7 7-f;i/il 0 2 0 AfC^-f (0x0000) £ <fct>* (0x0010 

**£>JE{CBI3ft5. Reserved i:SIBSnt ^5f-* ti, 

©^-iSt'&^bTVV-s; MffiZJV' CO x 0 0) "^f *\ W^i^ifi t'v^T 
tiReservedfflf-^MSW. #*©A-^3 >7f tt, V 
t)Z>o ^©aS4)"s<Z)#§5i*ttilih'rs. Opt ionilS^tlfcMt) 

d&ML&V^-^te, ^TRe served £|SIC$&V^$ti£ 0 

[0 10 6] 
BLKID-TLO h) 
: BLOCKID FILE ID 

mm : n%.mm-7T^ jv<D%mx&^^.t.^mm-t^r=.^<Dm 

|:@Si = " TL=0" (Mx.tf0 x 54 4 G2D30) 
MC ode (2/H h) 
Si* : MAKER CODE 

: _tffil 0 Ify h (*-#-n-K) Tffi6lf^h (ii3-K) 
REVISION (4 A^T N) 
li: PBLISTfflftiillll 

lit : 0 «fc U + 1 rS^iffltrrs 

[0 10 7] 
SN1C+L (2;U h) 

mm : nm i - smmzmfrti&ftv kcd^m ( 1 a-t h> ©jute** 
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•t 

-fitr^^n-F (C) \*±GL1 hUTUO) £5 \zjc^ 

00: Kttt8J£l/fcV^ 2it|&£;LT&e>::£ 

01: ASCII (American Standard Code for Information Interchange) 

02:ASCII+KANA 03: mod if ided8859-l 

81:MS-JIS 82:KS C 5601-1989 83:GB(Great Br itain)2312-80 
90 :S-JIS (Japanese Industrial Standards) (for Voice) 0 
[0 10 8] 

fg3'- F ( L) ttTffiWW NT*TfB<Z)J:3fCEBU Tech 3258 MfelzmVT 

00: K^L/J&V^ 08:German 09:English OA:Spanish 
0F:French 15: Italian lD:Dutch 
65:Korean 69:Japanese 75:Chinese 

[0109] 
SN2C+L h) 
MM : NM 2 — Sfil^C^tlS*^'; r?©i&t9 (2;H h) (DM'&Zm 

t 

til : _hj* 0 £ S N 1 C + L h |sf— 
SINFSIZE (2/H h) 

$$fg : f-^t-fXS: 1 6/W h T'iSaL ^^tt^tt^-r*-;!/ 

If D iltsr £ 

M : 1M Xti 0x0001 *^e>0x39C (924) 
T-TRK (2/H h) 

ft tic : TOTAL TRACK NUMBER 
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fig : 1^0x0190 \Mi<4 0 0 h7«y^) , "r- % 
V e r N o ( h) 

ffi : #9 0x0100 (Verl. 0) 

0x0203 (Ver2. 3) D 
[0 110] 

JiiffiLfe'sv 30c$e < m'^i^mwzi,<t> J r~ $ (02 0 B ) }co v>TJ£ATlc§£$J 
t-£ = - 

[0 111] 
NM 1 - S 

I?* : ^ ^ U A - FiftCitS l ;U h©M 

{MB: l^>f h©S:?3- K"e*lfenf^©Mr-* (I*T'2 5 6) £ 
tJf-r-*©jWFTtt/^-r«FS83- K (0x0 0) £«£&tf^£: 

M (0x0020) ^?>3i;i/ (0x00) £ 1 /W h J^±fS^f -5 i H 

NM 2 — S 

bu^-#cWT&. i&fJfcign-K (0x0 0) 

gS (0x0120) (0x00) £ 2 7\*-f h J£*±fBS§f S i H 

m : ^li^n- Ko 
[0 112] 
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EKB_version h) 

mm : m&cDmmy v -Mmiz£z>mmt*-7uy ? (ekb) iz^^m 

@k2tiZ>ny^yy*c--<D J \}ktt& J %. & <fcl>V£ tc\*mmk*-7u v V (EK 

B) ®7 7^M^t. 

mffi:mmyv-mmiz£z>m%h<t3c--7uv? (ekb) iz^-ormm^n 

&nyTyy3c-*jfi&>z > f-tb<Dm®<k*r--7u v V (EKB) 

fisOfr&OxFFilf 
[0113] 
E (Kstm, Kcon) (8;Wh) 

©*hl/-^3f- (Kstm) •eHgF^fcLfcf s ~4t. 

IB: 0^?)OxFFFFFFFFFFFFFFFFit* 
[0114] 
E (KEKn, Kcon) 

v-mmz£z>mmt*-zruv ? (ekb) iz&vx&&zti&*~m-%4k* 

- K E K n £ o TBgf-SHb L £7-*- # . 

i: OA^OxFFFFFFFFFFFFFFFF^t 
[0 115] 
C_MAC [0] (8/M h) 

BI#&^^S- YMD hm sffi©^-#tc3S:5^T£j&3*lS&fi^xy *JS© 
ffio 0l|f-*S-YMDhms^i&a3nT^fe*^ICtt, C_MAC [0] 

-fit: O^&OxFFFFFFFFFFFFFFFFit. 
[0 116] 
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MGR 

Mvk : n > r y v * - (d mm 

OxOOT', ny^-yV^r-K c o n E (KEKn, Kcon) (D 
0x0 11% E (KEKn, Kcon) ®^»J 0 
4@ : OA^OxOUt 
[0 117] 

S-YMDhms (4A>f h) (Option) 
ilfg : ny^yy<DMmmmum^ n>f>^*HIIHI|»t5fcft 

-fflt : 25 — 3 lifyh ^ 0-99 (1980-2079) 

' 2 1 - 2 4 fcT»y h 0-12 

16-20 fcfy h 0 0-31 

11-15 \f y b B$ 0-23 

^ 0-59 

0 0 - 0 4 If y h # 0-29(2 ##&) „ 

S-YMDhms(t ny^-y-y^U^^fDay^yy^immzM^i^ 

[0118] 
T R K - n n n 

Ift:S4t^ATRAC3f-^77>f;i/0SQN (S/-4r>>0 
$$fg : TRK I N FCDtfKJDFN o £fEM-f £ 
>fit: l^MOO (0x190) 

I N F- S 

Sift : *^y*- K^ttJCM^SttflnfiNRf 5 --* (litfm icm, 

©fit*) 
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[0 119] 

S4fl7 7>f;i/©St©^D7 h £ IT, ^WcDtjODhlHl — (5DB L K I 

D-TLOt, MCodet RE V I S I ONh^tlS. 
[0 12 0] 

ti § 3 £ tf& *; , L- H£ tc 3 ti ?>©Mf(Di4 £ & "ffi tfiii tfifrS S ti 
£„ _ti&L£ £3lc, REVIS.IONI:^n*;^©ftai:*Ilc#tii*, - 

<0^*T*M^T#21!£-r££, Mi:*I©REVI S I O N©<t#— gti*i* 
, MSiMFTfclfeffl^'Sr fc#*e£5„ RE V I S I ONtf 2fl#ftt5CDlf, % 

•fe - v <d m <d m& £ -t £ o 

[0121] 

l^Dy? (16KB) ©SfcMS^HcBJtffiB LKID-TL0 

~e$>Z>o L-**t>, i®@£ftB L K I D-T L 0 zfU y V <D^\ v J; Xt? 
Uy?(D fflfmft IZ n M &C 8 f £ CD T% " CD CD ^ x v ^7 & ff ^ Z. h # T* 
84fl77>f;i/P B L I S T<Z)|!!|-CD : focD£^fi{CfE^LT ; fc;& 

[0 12 2] 

ATRAC3f-^77>f;Ht h =7 V V fit $E<£3I V T 4 )V £ Jfc# L- T\ ffi^f 

zfc^fcf*- ATRAC3r-^77^;i/{:iltH :/n*y*## 

BLOCK S E R I A LtfittV btCT^&o U ATRAC3f-^77>f 
;Wi, 7 ^l/J&M^U F±lC#£-f ^CDT, CONNUMOT' 
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ny^yV(Dmm^nnt=.±X% BLOCK S E R I AL&tftt&V^, MC 

©ATRAC3f-^77^;Kt tSJJt© B L O C K^#|^3 tiS fc^lC, tftffe 
L/TBBSStl*Brffitt^fe*©-e, B-ATRAC3f-*77>fA/&j(l/StS 
B LOCK&fljMtSfeftlCCONNUMO g-ATRAC3 
T"*-* 7 T J frfoOlg-nM^-fU y *##B LOCK SERI ALt^tS 

o 

[0123] 

(MCode) y ?©ftm^,iifcfa^3*iTv^o 

[0124] 

ni2oc(i, * (Dm&.iti*-?. tinman %m\z.r mv>^ v 

[0125] 
INF 
SSfc : FIELD ID 

nie : # iofissv 5 - 9 <d %m & ^ t mrnm 

1:0x69 
I D 

ffi : O^^OxFF 
SIZE 

v*. */M eyw h&>±(Dz.n 0 5 s - <fc -5^-^1*5? 

;i/ (0x0 0) T**I#)T;J3< ^ £: 

. f: 16^& 1 4 7 8 4 (0 x 3 9 C0) 
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mSE#2 001-3038670 



432 000 — 2 4 7 462 



MC o d e 

MM : MAKER CODE 

it:±fS101^yh K) T&6¥vb (iln- K) 

C + L 

mm : ££ffl-f KiiHlgn- K&#l/H hT^"T 

M : frfi&© SNC + LiUlOC 
DATA 

. ^-#<Z)*^e>5&U#&5#1^te:5t;b (0x0 0) T*tM#)£;i£ 
[0 12 6] 

02 1 fC, ATRAC3 r~^77>fJl/A 3 D n n n n 

( 1 zfU V>7) £jfi^k-£tlTi<^£ 0 02 1 -VIZ, Z\(D 2 :/n y ? (16X2 
= 32 K/H N) (Z>#*n y h(Z)$ 1 cB|(7)A^ h (0x0 0 0 0~0x 7 FFO) 
#^£*ITVA£ 0 02 2{C^#LT^-r<te)tC, «'ffi^>y ^©$fegl^e> 3 27^-T 
htf^y $f"T?&»J, 2 5 6;W h*5fflM«NMl (2 5 67Hh) tfe»J, 5 
1 2/U h#ffi£1H«NM2 (5 1 2A-Y h) M'ft'N V ^©'v y #iZ It 

, TIB©-?-* 3^**^*1 So 

[0 12 7] 
BLKID-HDO (4rWh) 
: BLOCKID FILE ID 
mm : ATRAC 3 # 7 7 >f ;i/©3:gBT*& £ 3 £ &S»M*r & 
#:Sti = " HD = 0" (MX-fcfO x 4 8 4 4 2 D 3 0) 
[0 12 8] 
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MC ode (2/U h) 
MM : MAKER CODE 

mm : mmLfcm%k<D. ^fi^is'Jtsn-F 

[0 12 9] 
BLOCK SERIAL (4^M h) 

t: 0'j:»J^tJOxFFFFFFFF*t. 
[0 13 0] 
N 1 C + L (2 A-f h) 

b^v? m&) "5 s — * (nmi) (Dm^m-r 

mm : NM 1 izmm^tlZJC^n- Ftf^n- K&#lA>f hTf^-T 
i: SN1 C + L £Ef— 
[0131] 
N 2 C + L (2 7^ h) 

S^: V^vV 7 s -* (NM2) (DMtt^^t- 

{SIB : NM2}:^M$tiS^3- Filf^n- hT^tf 
m : SN 1 C + L fcRJ— 
[0 13 2] 
I N F S I Z E (2/H h) 

ffi : i^XliO x 0 0 0 0 j^k 0 x 3 C 6 (9 6 6) 
[0 13 3] 
T - P RT (2A>f h) 
£1$ : b-*)lrt-vm 
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f : 1^^)0 x 2 8 5 (6 4 5dec ) 
[0134] 
T - S U (4 h) 

5. 44. 1 kHz©U->^U>yflJft»-efffenfel 0 2 4t>^;i/^ (10 2 
4 x l 6 try hx 2 ©^--t-V^-t-*-^ &JI&1/1 OCJEIiLfeiJc 

@/Uh(iDf-*^SUt*S. 1SUH H£HK:#IJ¥LTJI&2 3 m#JCfc5 0 

ic, #itf[f#^<*evA^ffi^5:^:i5t (64 5i) <Drt-v*$imx*g 

^fB: 0x01*&0x001FFFFF 
[0 13 5] 
INX (2;Hh) (Option) 
Mfo : INDEX (D^y^mm 

mm : ft©3tjt©ap^ (4#««r*au^) <D9cm*B°tmy*o 

£©($53 (*&9 3m#) tC^g^-t-S 
ffi : 0A»f)0xFFFF (**, *&6 0 84^) 
[0136] 
XT (2/Wh) (Option) 
: INDEX <0#£B#|8| 

ft£ : I NX-nnnT*mfe2ftfeftmfrt>U£.-?'<£f%mV>SlJ(DmWl%: 1/4 
Life^T?*^"**. itltt, jim© S U©4^0fi$(Z)^ (»9 3m^) JCffi 
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i:0x0 0 0 0: MWife 0x0 lA^OxFFFE (** 6 0 8 4 
0 x F F F F : m<Dtet> U * T?„ 
[0137] 

mzm^M^NM 1 ;i3J:tfNM2JCOV*TSiljl!'*-5o 
[0 13 8] 
NM 1 

Mm-, mzzm-tjc^m 

1 /ij h (Djt^n - KT*LfcHTIES©ffii& (fi^2 5 6) 
^Bff-?-^<Z)7^Tii, ^T^n- F (0 x 0 0) Itm^tLtiZ-h 

BH (0x0020) £ (0x00) 5:1 A^f h£LLfti$ST£ Z. £ 

[0139] 
NM 2 

£f>f^-#tf)HT&, i^T^n-K (0x0 0) 
iMXttrcDHSSn- KA^ItltS^i:, J r-*G>te^i&&\*'p&< 
(0x0120) (0x00) 2 A-f h J^_hfB^^e Z. t 

[0 14 0] 

Mtt^y #©BJ£tfcfll (0 x 3 2 0) 8 O/U htf)^-**: 

a>mmZ-f£LTmm-t2> a 02 3{CTRK I NF©3P#£jjtt-= TRKINF 
[0141] 

E K I (l h) 

jfti* : m&ommw -mmz.&&mmt*r-7u *> v (ekb) iz^^xm. 
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m2ftZ>m-%itnyT>y*r- : E (KEKn, Kcon) Zfr'gfrZm 

to 

ifg: b i t 7=lt^r-f, bit7 = 0t*l o bit7 = 0CDi^il 
EKB_version, E (KEKn, Kcon) &##M= 
0*?)0xFFit 
[0 14 2] 
EKB_version (4;Hh) 
*l*:iffj*©|iB«yy-«^cJCJ:S*S6ft^-^n^^ (EKB) ICJ:oT*I 

&£;ftsn>^>ydf-coi&-ft#-^ fc£t>V££te^^t^-yn-/* (ek 

B) ©77^f^^t= 
mm : PBS x yU-«^lCJ:S^S!&fl:dP-yny^- (EKB) IC £ o T £ft $ *l 

^-£:£&££&©W^fc^-:/n y ? (EKB) 
-fit : O^bOxFFtt 
[0143] • 
E (Kstm, Kcon) (8/H h) 

<Z>*M/-$>3f- (Kstm) Lfc-T 5 -*. 

tf: 0^?)0xFFFFFFFFFFFFFFFFiT' 
[0144] 
E (KEKn, Kcon) (87^^h) 

v-mmz.&&mmk*-7uv v (ekb> iz^-Dxm^n^^-m^it^- 

- K E K n {C J: o TBgp#-fb b fef 1 - # . 

-fit: 0^P)0xFFFFFFFFFFFFFFFFiT' 
[0145] 
C_MAC [n] (8 A-T h) 
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mm : :3>^>yjR«#fc^tf«8t©TRK I N FCDrtsgsfc |gb 
S-^3^e>^$tiSffi. |g b 5/- 4r *^>J Ktf>Btb«cJcfB 

# - K &3*tf z. t. £ «Tfg tt57^J^r-J/3> b fc A- V n > tfa. 
ISbM«3:7*iz;* , r<5 3fc#-eg5 0 
[0 14 6] 
A (l;Uh) 

mm : rt-y\H(D}±m=E- F&tiftm&m* 

m : 02 4 $r#^bTJ^TlC^^-tS 

fe£U N = 0, l<Z>^y^;Wi, bit7«!lWifS:0, * >f 
(L + R) <©*©4#jS'J* J ointt- K&^;7^/i:ttagtS. b i t 2 

, i (Dmmzmn(Dn&mteMmLT&M£>te^ 0 

[0 14 7] 

Jg^i?&£ 0 t?>yh4, 5, 6 fciffl^fc-fr^r £(c<fcoT, la^cDi^tc, A 

TRAC 3<Z)=E- Kft^M$tlS 0 -T^t3t)> N«U 3tf>3 fcfy hT'ft^tl 
S^E- ^7 (N=0, 1) , LP (N=2) , SP (N = 4) , 
EX (N=5) , HQ (N=7) <D 5 SHSCD^E- KfCO VaT, £41* (6 4M 

*i^£ftTv>£ 0 i s ugd/W h$c&, (t; : lae/Hh, lp : i 9 2;1 

-f K S P : 3 0 4 A>f K E X : 3 8 4 A-f K HQ : 5 1 2 A>f h) 

. $ £>IC> tf y h 7 IZ iot, AT R AC 3 (D^E- F (0 : Dual 1 : Joint ) 

[0 14 8] 



4 7 
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itS. 6 4MB©^^'JA-FiClt 3 9 6 8^0-^^5, SP^-KT? 
it. lSU^3 0 4;UhTf*5©7f, l^n*^IC5 3SU^#4fS. IS 
UW\ (1 0 2 4/4 4 1 0 0)^ICf§tS. «ot, l^ny^tt, (10 
24/44100) X53X (3968-16) =4863 #=81^ 

(44100/1024) X304X8=10473 7 bps 

[0149] 

LT 

(tf y h 5 - tf y h 0) 
fit : \Zy h 7 : 0 = 0M& h 1 =«ffBR^ >J 

tr >y s 6 : o =mm\H 1 =»iswi 

tr-/N5-t^yN0 :t^i'Jf^A-yH>0 ( 0 J£W*T? &*lfefS££l 

[0 15 0] 

FN o b) 
MM : VTA 

BS. L f BUS 3 ti M A C ft HM ©-fit ©fee & ^ -5 
ffi : l*?>0xl 9 0 (40 0) 
[0151] 

MG (D) SERIAL — nnn (16 h (upper: 8, Lower: 
8) ) 

MM : 8B»«»©t*a U-y-f y * (iz^a. U-r-f I C 2 0) T;b 
ffl : 0 £> OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 
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[0 15 2] 
CONNUM (4;t^f h) 

fi: 0*&OxFFFFFFFF. 
[0153] 

YMDhms-S (Option) 
Si* : m$ifflmtfi*<D h^y BIS 

fit : JlMb£BB#<Z>3tf2£|i?C 
YMDhms-E (4A>fh) (Option) 

Mm : S£«JISf?f£ © h v >y * <©S^»T B # 

«IB : EMD-CJDi-rs^fiFRr&jiaFT'tSH^r 

fit : _fc& L B ^©^IH i: H C 
[0154] 
xcc 

[0 15 5] 
CT (WHh) (Option) 
SI* : ?S£IS« 

|:Ox00~0xFF 5M£flJ0>H£tt, 0x00Tfe5 

LT©b i t 7#1 ^CT0i*«O 0 6Dt§-a-l£#£ £*Sifr £ 3 
[0 15 6] 
CC (l/Hh) 
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MVk : COPY CONTROL 

m : 02 5 JCaVT J:^JC, If y h 6fc«kt)f7tCJ:oT3^-flHI*S:Sb, 
If v h4fcj:^5{Cj:otMfY $; * if- -5 n If - fflftFff ?g £ * L 
, If »y h 2fe«fctJf3iCJ:oT'fe*3.U'T--f ^n»y^StiEl/^;i/S:^. tf y h 0 
£ J: t>* 1 it. 3zfem 

CCtf>#|: (bit 7, 6) 1 1 : MUmcDn^-^m-^S. 01:3tT-*|ih 
,00:1 m<Z>n If— fctfrof (b i t 3, 2) 00: y-T-n^&VvL/^r-f 
>f ^^©fcW, MGfgfEl^WiO n-tz> 

C D fr£ ©T'-f (b i t 7, 6 ) \± 0 0 , ( b i t 3 , 2) & 

0 0 

[0 15 7] 
CN ( 1 A-f h) (Option) 
Mtfi : HtSSt^ ^'^;i/ntf- H SCMS (High speed Serial Copy Management 

system) iz & n & =z tr - gf or mm 
-Hi m-ft©*^©*^-*?* *; . n tr - r t jc«3¥t* s 

ffi : 0 0 : n fcT-iliL, 0 1^?>0xFE : 0 x F F : [II^WJRS. 

[0 15 8] 

±«Ebfch7'y^ffMTRK I N FlCi&VxT, 0 x 0 3 7 0 S 2 

4 h©f-^?:A°-^faffi©A"-7«#fJgtPRT INF iiPg^QP, 1 

h^y *&fc»<z>^-yT?*j**r<&tB<£K:, triiciticpRT i nf&m^ 

TV>< 0 H2 6 1CPRT I NF©aPd^S:^-r o PRTINFfifflf-^tCOV^T 

[0 15 9] 
PRTSIZE (4/Uh) 
MM : ^-^t-fX 

«Mg : A : 2;Hh (SLfcfiO , HS&SU : 1 

/w h <±fi) , ^7su: h (mrm 
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f:^7X^: U^0xlF4 0 (8000). B§& SU: O^^OxAO 
(16 0) , jf^TSU :0^e>0xA0(160) (fiU SU©»;*.;£li, 0 
, 1, 2, OfrfcHBte-r-S) 

[0 16 0] 
P RTKE Y (8/U h) 

i: O^bOxFFFFFFFFFFFFFFFF 
[0161] 
CONNUMO (4/W h) 

[0 16 2] 

0 2 UCM*. ATRAC3f-^(7 7>f;bfflIttA>yi!*cft{Clt 02 1iC^ 
M^e>4xS ^n^tuc I D £^-#i^X^f^£;ftT^.S a 
[0163] 

-hi* OfcMffi^y ^{C#f LT, AT R AC 3 r-*77>fM#^n v V ft? 

[0164] 
BLKID-A3D (4/Wh) 
: BL0CKID FILE ID 

mm : ATRAC3T-*<D9cmT*$>2>Z.t.ZmM-tZ>f=.lib<Dm 
i:|^i = " A3D" (MxJ£0 x 4 1 3 3 4 4 2 0) 
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[0 16 5] 
MC ode (2A-f h) 
Mm : MAKER CODE 

mm : mmLt^mmcD. ^fji/^jtsn-K 

[0166] 
CONNUMO h) 

[0 16 7] 
BLOCK SERIAL h) 

Mm-. 

$ n x % # & m t z -& & v a 

U : OiUj&^JOxFFFFFFFFJt 
[0 16 8] 
BLOCK-SEED (8;Hh) 

Mm : i -fa v v ^m^ik-tz t=.itov> l o©§t 

m : Mite 8 A-T Ntf>SLffc 
[0169] 

INITIALIZATION VECTOR (8A-f h) 
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-SHt^tuk 8 h©#o -rVW K$ tifc 7 oii*^ (Di^ttTO s u 

4&: O^PjOxFFFFFFFFFFFFFFFF 
[0 17 0] 
S U- n n n 

: 1 0 2 4y-y7)lfrt>mm2frfr'r~-$. BEiHI^- KJC«fc »J ffi^StlS 

B#T*tt, N = 3 8 4 /W h) 
U: ATRAC30f-?i. 
[0171] 

, l ^"n^^©5feBg(Z)2ocD^n^ h (4/Hh) #^y#££*u l x 

Uvb (2/Wh) iC B L K I D-A3D, MCode, CONNUM0, BL 
OCK SERIAL*«nli:f*»ti5. ftoT, 1 y * ©j$*y ©ffiJScMA 
>f Mi, (1 6, 384-384X42-16X3 = 208 (A-fh) 
^©tf &C_ti£L£J:e>{C, 8;HF©BLOCK S E E D #ZimiCfB»3 tlS 

o 

[0 17 2] 

X.l£, ATRAC 3#j£-ejBE!ffi<**lTV*.6 D Mtf)i?M&#-tf- > Fn. - >y fs S U 
T*&£ 0 tot. 8B1Kgff3 0 0 fr£H£|£g2 0 OICt 1 -* £^<fr ffiftilirlC 

©ffiffi^tt, ATRACS^ifOATRACOT^CODEC^t'tJ: 
[0 17 3] 
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[0 1 7 4] 

•7 <y v i/ =l * V lil^E a. - ;b 3 5 fct, 77^J/a^ ; EU 3 4 ^CDy 1 — 9 <D 
m%&&. 77>yi/a^=E'J3 4 Of 5 - * h & Z(Dfflm ? ■ 

[0 17 5] 

si 5 }cj*t-#£§gg 2 o o&mmz-D^Tmm-t&o mammz o ow\ m 

#14 7 J:tf A/D2E&S&4 8 
[0176] 

C^M^E^-;^ i ] 

[0 17 7] 

SI Stc^d^fc, 0M^^3.-;b4 3te, §L$fc3§£:i-y h 6 0 

, Ba«a.-y h 6 l, m&J&/&mW.3.— y b 6 2, ffijaggSEa- y h 6 3, R|f 
■^ffc/lfc-^a.- y h 6 4 feiOWfrL^ y h65 fc^S, ftJtW^ ^3.-^4 3 

M^r ; e^3.-;i/3 3 nmmz, z/>tf;v?-y-7(Dmwmm-m<DMmm8&x* 

jR»^3.n h 6 Ott, SLSfc^fg^Sr^t-TSi:, 6 4 if y h (8;Wh) ©gL 
$t£^£-f£ 0 fB'ISrL-y h 6 1 SgSE&aiJC&iS&S* ©f- # fctHISbT 

[0 17 8] 

tt£ffc/tt$SI3l3-— y h 6 2li, M*J£, I SO/ I EC 9 7 9 7 ©MA CM 
"Block cipher Algorithm" £ LT F I P S PUB 4 6 - 2 tCg^StlS D E S 
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[0179] 

ffiS.Wtt=L-V b 6 3 te, M*.\i. 3y\Z=L-#frbAj]Lfc*—T4*'T- 
# £iB'H^*3 0 0 \zm±-t^>m\^^omz%tL^X. fB'H^g3 0 0 

ms.mM®>mit4f e>„ ffisMSEiL-^ h 6 3 fa'H^«3 o o^^^- 

-T-V^-T-'-^^A^^^i!;^^^ o(D\z%tL^X, fH'»igg3 o o 

Kuummzft?. fgsfgiEn-y h 6 3 t®s.Mu.mmiz&\,^x. m 

Tv^f i -#;tfffiv^;ft<5 <) *BSfg§ErL~ y b 6 3 li, i&gfCJ&CT, #[ 

A°-y-^-;i/rr>if n.-^ (PC) l o o&s v^i* >y h v-?±<nnyif 

y¥=L-& (PC) 1 0 0&£V^£*y by-v ±.<D^iy\£=L-$ £<Dmx*ffiK 

[0 18 0] 

m^it/m.^ZL-V b 6 4 tt, W&LfeJ: e>(C. FIPS PUB 8 1 iZ^Jg 

o 

[0181] 

Vgmt/'&^X. — V b 6 4 1£, FIPSSICO^-K©^, ECBf-Kfi 
itfCBC^- K©«-3&«#l»lCfT5. "T% m^1t/m-%=L- V b 6 4 « 
, CB C^E- KtCfc^T, W;Ui5 6 h^ttf 5 -* kfeM^T, IffiS, 
6 4 bfy bfr^teZmnit^Uv ?*^&£LXm^hX¥XZ£m-tZ> 0 
[0 18 2] 

ftlfiln- y b 6 5-li, SL»$8£3.-y h60, fB'ISrL- y h 6 1, «t^fiK/«l 
MUn-y h 6 2, *BS|gSErLn>y h 6 3 £ «fctW£ft/tt#:2.- y h 6 4 CD#t 

[0183] 

C0^ s E^3.-;i/4 4] 
II=Ei/'a-;i/4 4il #9*.fc£. Ell 6 tC^-T J: e>&CgHl5li£« 3 0 00)7^-/ 
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[0 18 4] 

[ffil§/#:R^^-;i/4 5] 

tlfc^-^-f fett-^L&tfeJCff^-rSBRlC, ATRAC 3#5£T?ffi»S 

M4 7(CffiM5. CD, DVD*«^ttPCl*»e>AALfc 

^--t-V tf^-* fBtft^S3 0 0 ICgEflrtSBgStC, ^St*--^ * £ 

ATRAC3^T'J±it5„ 

[0 18 5] 

[D/A^^4 7] 

lj/ ^ SfciJ&Sg ^ / tJ. fcfciMI/ W*?t I/O. — O W b>\7J XsTctW >>bfl$;5^<7) 

[0 18 6] 

Cxif-^4 6] 

Xlf-#4 6(i, D/A^m^4 7^P,AAUfet-f^ a*?*- # JCj£ SfcW 

[0187] 
CA/D|g&«4 8] 

—5 s -r s; * icgggi 0 T fflffi/#:R*e *? a. - ;i/ 4 5 fc m^j -r -5 

a 

[0 18 8] 
C^^U 4 9] 

* U 4 9 it. Mi ti, E 2 PROM (ex. ~7 =y y V =r * ^ V ) fS)'J, ifr 
^tt^-fJilfb^n^^ (EKB) , &£VNf£E K BtciS^^T^jsSSfiS"? 
;t>f^*-^n^ (DKB) ^©iif 2 -*, fVW^SKafl^fc ITCf^W 

1 Dmtf&fflznz. 
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[0189] 

[ n y t- y v 7 - # ©fH'H^tt ic M -* Z> WMM <k &n&#kmi 

hi 5{c^ti4^tt2oo^, mmmus o o £.<Dmv\$, ny^yv-r- 

$<d&m. i-^t»t>, S4Sf 2 0 0^?)jBlgga3 0 O©?^*;^!^^'; 3 

^eu 3 4^?>s4if 2 o ojc^f-rs^-^s^a^frsti*. 

[0 19 0] 

o^p>sai»iSiB3 o o^^^^i/^^^eu 3 4 jc^f s^-^ia^asHa 8 

[0191] 

ff£^tf33 cbt^sam^ttii, ^-^#Kric5fe5Zt>. st^^t's 2 7 0 i, 

s 2 7 o 2izBtmKmumm*mft?z> 0 0291c, &mm&tt&zm^£. 

*B2f§§E#i& (ISO/IEC 9798-2) Ef2 9JC£VM:&, ^SgtRf ^#5$ £ 

2 9fCfcVxT. £-f> B#6 4 If y h©SLS8:R b ££J5&U R b £ J: g 3© I 
DTfcSID (b) SAlCjaMrrs. r *l £^f§ b £ A te, fffciC 6 4 bfy h (D 
SURRa£:£j£U Ra, Rb, ID (b) ©JlfitC, DESCCBC^-Kti 
K a b fcffiVAT-r-* fcHgHHtU BClIfS. fcfc, jfcKabW:, Afc«ktf 
B^^3g©ft«||fcUT*tl^tl©IB»^rtlC|&J|ttt-SttTf*S^ DESCC 
BC^- KfcEv^jtK a b tCj:SBgp#^att. W^tfDES fc^WfefltifflfC 
fcV^Ttt, #J|M£R a fc&SMB&&3fr3g*DU D E S Hf-^HbSlUCfc^T, g|Ka 
b SrM^TBt-JHfcU t&ttE 1 fc£/£U if^ttTEf E 1 R b £ 
tfJiftJU DE SffiHHfcfflStCfcV^, UK a b & V * T HiHHfc U B£#£E2& 

£j&u s&jc. sgf#35:E2hiD (b) fc&gNt&ft&a&asftiu d e s B##fl;3P 

{Cfc^T, UK a b ^MVATBt-^-fbLT^LfcHf-^^CE 3 tllZ cfcoT^M^ 1 - 
# (Token-AB) ££j&i-& 0 
[0 19 2] 
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mm^mz&m^zmK & b emu*-) v&mt-tz* ^m^-zoim^tjj 

m$. m-%JCE 1 fclSIEdr-K a bt«l, ftJfcRa£^3„ #CtC, 

gN&l&i&SftJU ID(b)£#£„ ^C) Vm^nfcR a, Rb, ID(b)©e> 
RbfcJ:tf I D(b)#, B^fBLfc%©i:-Sfi["^S*^tiE"rs. ^©^$E 

[0193] 

KaftlCftffl-rS-fe^S/a^^- (Kses) 
§LHSC Sr'flrV'VS')" o L T, "R b, R a, K"s e s ©lie, DES© CB C 

F ^ -t /-\ >i 1 

IU I 3 ^ J 

3^Ltffe>*lfeRb,-Ra, Kses©f*g % RbfeitfRa^, AtfSS-fgLfc 
StfS^tftaE-rS. £©tfcI£lCj8ofc«-&, AliB ttJE^tfe&CDil IT 

mmmmn r=. ®> <np<m.m t. l x mm £ ti & . 

[0 19 5] 

fI^f&L£&(D£ LT&Sfc^T (S 2 7 0 3t-No) 
[0 1 9 6] 

ffi23BSE#J5R:ft (S 2 7 0 3T?Y e s) I, Xf>^S 2 7 0 4iC^ 

6 2 tCfeV^T^ff StlS. 
[0 19 7] 

^f'y^S 2 7 0 5tCj3V^t, (1) 3>f>y^-KconS:fM. 
*~ZfUy9 (EKB) ^e>3l»atl*BiP#'fb^F-KEK^:MV^TH&■^'fb«t3aU 
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T, E (KEK, Kcon) t. H % fC, (2) Zty^yv^r-Kc o 

n ZMUmmKjS^T£f&l,fe-Zyi/a y*- (Kses) T*m j $<tMm*mft 
IT, E (Kses, Kcon) &£f£LT, g2'lt^« (^^'J^-F) iC^fg 

[0 19 8] 

Xf^S 2 7 0 6Tftt, ffi«^«##££5«;fr*>SteOfcE (Kses, K 
con) 5:t'r>3>=Sr-T'SfLT3>f>7^-Kcon5:K||U £e>fC 
, K c o n £fB11^SlC^#>&M£*iTV\£X h V-V*r-K s t mlC £oTB|r 
■^fbbTE (Kstm, Kcon) &£j£U m&S^illKl^tS. 
[0 19 9] 

#ac 'X-r^^S 2 7 0 7tCfcV*T, XfyyS 2 7 0 5« 

LfcE (KEK, Kcon), feitf^fy^S 2 7 0 6 "CMBttSIS^ £> Sflf U 
£E (Kstm, K c o n) &JS^T, f-^77^;i/ (02 1 #M) 

[0 2 0 0] 

Xr^7°S 2 7 0 8{cS^t, lEffiggfi U^U^J-K) tt, #£251Bj&* e> g 
[0 2 0 1] 

#&C&, ?c&Ct&EjJ!L£|ll2 1, 02 3 iZB-t J:e>iC n>f>^^r-Kcon5: 
mmt*--7Uy V (EKB) A*f>«I^StlSHff#ffc^-KEKS:MV^TBff#'fb 
ALSLfcE (KEK, Kcon) 3>f>^#-Kc o nSIBfllgiCf ft 
»3»StlTV>S^ h U-^^r-K s t mtC^oTB&^bUfeE (Kstm, Kc 

o n) <D2^(Dm^k^y9-yv*-tf&mztiz>z.£iz&z> 0 

[0 2 0 2] 
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[0 2 0 3] 

EK, Kcon) fc, E (K s t m, Kcon) (0 V^tlfr &SIRl$JCaUB l/T 
[0 2 0 4] 

2 0 0 mzmmm 3OO075r>a^ ; E'J3 4 tlfe 

[0 2 0 5] 

SUISSE J: t5ffi«3£*fcJu ^-#MfrfC if^f^S 2 9 0 1, 

S 2 9 0 2iZ7jk-tffiKMU®>m$:mft-*& 0 ^(D^Mit. ftlcM L £K 2 9 © 
^S^I^#T'fe^> 0 ffi:£ B g!iE#^HfcLfct§-& (S 2 9 0 3tNo) 

[0 2 0 6] 

fiSSI^S (S 2 9 0 3fYe s) L 7 S 2 9 0 4 tc£ 

*&tfe2tU =r>-^>y=)p- (Kcon) ©^M^&iWjW-rs. 
tt, 3f-^8Kt:/ny * (EKB) iC^oT^^Stl-S^-^fb^-KE KlC J: o 
TBSP#fbStlfc3>f >^^r-> -T^t)^E (KEK. Kcon) tffeSW^jftT 
V*&j&^a*&W»rj*r.5#LJlT?&&. E (KEK. Kcon) ©^fcSWu 9g<£>0 2 
1 , 2 3 til L fcf - ^ 7 7 ^ ;i/^0 h 7 7 ft WT R K INFf-^C 
[EKI] <D7-Z\Z& »J2RIg[lRriB"T?&S B 
[0 2 0 7] 

E (KEK. Kcon) #*Mft3*lTV*5t&£- (X^y :/S 2906 T* Yes 
) Ji, ^t-V^S 2 9 0 7 (Cii^, 3r-mMik7*U y V (EKB) (D&ailC J: *J 
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> Ifc-JHfc^-KEK&Etf&UT, 5t#UfcHgP^b^-KEKtCJ:y, E (KEK 
. Kcon) S:t#LT, 3>f >*;^-Kc o nSKf t5. 
[0 2 0 8] 

E (KEK. Kcon) tftelffl,* tlT V^V^-& (X^y 2 9 0 6"T?N o 
) ^f>y^S 2 9 0 8Cfe^t, fH'^g^frJffil^^rL-^S 3 IC^V>T, 

K s t m, Kcon) S^Mx-^-KstmlCAoTtt^LT, ffl 

2^SE^S^C^V^TS^i§ttJ3 j:^sa'l»^g-e^^L^-fe>y S/a >=2f-K s e s 
•CBiF^bLfe^-^E (Kses, Kcon) S^filC^fSiT £ 

o 

[0 2 0 9] 

n&mmt. ^r*;^S 2 9 0 9{Cfi^T, bMLfcE (Kse 

s, Kcon) Hy^a^^-KsesT'Sfbtn^f^^^-Kcon?: 

[0 2 10] 

Xf>y^S2 9 10T*tt> Xf>y^S 2 9 0 7, ifett^f^^S 2 9 0 90 

v^*i#nc;}^T^#i/fcri:y^>y ^-k c o n iz <fc *j Bip-^-fbn y^-yv (Dm 

[0211] 

^£>J:e>{C, ft^fc3>^>ycDf?£MiIlC;fcV^ MiSfili, E (KEK 
, Kcon) S:IM*-^n»;^ (EKB) *l£H£ W;*- K E K 

s t mlCfcoTRgH^ftLfcE (Kstm, Kcon) < #131 £H?T"f -5 

, ^"f ft#©#LJg<5:!MT"*££fcfc: «fc »J n>5^>^^-K c o n MfS^i: 

[0 2 12] 

W^t"-*, M^-*^©^^^ n>7=->y3f-K c o n 
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<Jt> -5> „ 

[0213] 

[KEK?:^iLfcEKB07*-V^ h] 
^{C|2I6 fcMVMT^M^-^n y V (EKB) ©BEtefcrfc:? # - W h JCO 
^TS&HJ!L£a\ 3*>»C, 3r-BiHHt3r- (KEK) fc^ft^r - y * (E 

[0214] 

03 llC^r-^f^b^- (KEK) &£»ft*-:7n y * (EKB) MfrW I, 

(ff^sns) '©^T-r^^^^stc^cT^-Bf-^'fb^- (kek) &m 

'Jffilt, KEKtCj:*JE (KEK, Kcon) lta>f>^^r- : K 

con &Jfc#bTn>^>y(Z)^#£||?T , r£o ^-^iCo^TffcflJ^So 

[0 2 15] 
BLKID-EKB 
Si* : BLOCKID FILE ID 

U : HJM = " EKB" (Mx.li 0x454B4220) 
[0 2 16] 
MC ode (2 /W M 
St* : MAKER CODE 

[0 2 17] 
L K F 

MM : LINK FILE INFORMATION 

mm : ^©E KBlCfcoTBtf&atlSKE K tf^ffl BTtg& n >^ >y ^_ # 
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-fit : 0~0xFF 

b i t 7 : H4fl7 7>f^ (PB L I ST) ICteffi : 1, 5fc$!ffi : 0 
b i t 6 : ftfi-^xy (I CV) KUgjg : 1 , : 0 

b i t 5 — 0 : U-tf-^" 
[0 2 18] 
LINK count 
jfttfc : LINK COUNT 

tKlg : U LT.V^7 7>f^ («A«ATRACK3 77^fl/) $ 
|: 0~OxFFFFFFFF 
[0219] 
Vers ion 
Mm : VERSION 

ffi : 0~OxFFFFFFFF 
[0 2 2 0] 

E A 

MW ' Encryption Algorithm 

mm : mmmwr*smm7 7 j ;wd h u-xmrnrji^v x^z^-t. 

j&: 0~0xFF 

OOh : 3DES : h U 7*^DE S^- KJCiSfil 
0 1h:DES : i/yifJ]/D E S^E- FiC 

[0 2 2 1 ] 
KE K 1 
igI5fc : Key Encrypting Key 

*-^mt-?Uy $ (EKB) tpOJl-b*- (S_h&) *-T?Hgf#ffc 
df-Bif-^df- 
iii : 0~OxFFFFFFFFFFFFFFFF 
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[0 2 2 2] 
KE K 2 
Mtfi : Key Encrypting Key 

mm-. *-mmt-7uv v cekb) x$<d)\,-v*- (M-tm *-T*mwt 

ffi: 0~OxFFFFFFFFFFFFFFFF 
[0 2 2 3] 
E (Version) 
Mtft : Encrypted Version 

mm : *-mmt?uy v cekb) *<d)\,-v*- (m±m *-x*vgmt 

-fit: 0~OxFFFFFFFFFFFFFFFF 
[0 2 2 4] 
Size of tag part 
:f£$fc : Size of tag part 

mm : mmmm^mmyTjjizmf&^&T-znzymft&v-fx cb y t 

e) 

-fg: 0 — 0 x F F F F F F F F 
[0 2 2 5] 
Size of Key part 
: Size of key part 

mm : mmmm^mm? t ^ jizmfc? zr- * <d*-3&<dv-( x (b y t 

e) 

-fit: 0~0 x F F F F F F F F 
[0 2 2 6] 
Size of Sign part 
St5fc : Size of sign part 

mm : mmmn^mm7T4 jizmfc^zr-ztD-v-j yffiftnv^ x cb y 

t e ) 
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0 — OxFFFFFFFF 
[0 2 2 7] 
T a g p a r t 
Mtfi : Tag part 

mm : mmmft^mmyy4fr&mi&'t&7 : --*<D*?mft<D7 : ~-* 

Mc$§£&V^iirteOT*iI#)T 8 A-f htcf S„ 
[0 2 2 8] 
Key part 
Mtfi : Key part 

-fit : f s<T<Dm 
[0 2 2 9] 
Signature part 
MVfe : Signature part 

mm : mmmm~$mm7T4 jizM$.-tz>y : -*<Dm& (signature 

[0 2 3 0] 

E K^JE^fg&n^^y-^-^-e&S U > ^ 7 7 -f £t=.#)(DMM 
T-Z [LKF] tffemZfr, ££JC, 'J>^btV^S77>f;^ (MA«ATR 
ACK377^fJl/) Ifci: LTWt-*-* [Line Count] #&M$;ft£ 0 
H^Ste, [LKF], [Link Count] ilC J: ^ f 

(DfBfMfFWpM 7 7 >f & £ 41 -5 K E K £ SSffl "T ^ £ - # -5 

[0 2 3 1 ] 
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WWl^r-* [LKF] , 'J>^lt^S77>f;i/ («*.tfA T R A C K 3 V T << 
)l) Mil lT0f-^ [Line Count] SfrsfSftJCT 1 - # 

[0 2 3 2] 

S3 2 {cfH'^sco^-^^MM^ Mx-iimi 5 izjjk-tmmmm 3 0007 

5*-* (HIFI) ©f-f U^h'Ji/*©*SWi:l/T^lTV^5^ $6lC, 
[0 2 3 3] 

03 2 {C^-TW^^-^CD-t-V b U JCte, S4fS7 7>f^ (P B L I S 
T) , lS^ft3>f>yi:Utaa©ATRACK3f-*77>f^ ( A 3 D ) 

S^fc. fHttSSStctt, HER^^sar-fb^r-^nv^^r^ (ekb 

n) *<ftJ|ftSnS. ATRACK3f-^77^;b (A 3 D) CD^-if #L3ltCjgfl! 
^«3>T->^^r-S:3t#"r*fc«>©^Saf'ffc^r-^ny^7T>f;i/ (EKB n) 
tt, ATRACK3f-f77>f^ (A 3 D) fCg" * *l£ rfW > * (C <fc o UjSlI 

03 2 {C^^-J; -5 {C, 10©fM*-7*n*^77>f^ (EKB1) 
3 10 1 (3) 0ATRACK3f-^77'fJl/ (A 3D) iC 

[0 2 3 4] 

m$iJit*--7u >^77^;i/ (EKB1) 3101 iC^f^ SlHfg 
•tf^BTfitSR^T^ [Line Count] (Cii 3 o © n >^ > V izmm 3 
*l S Z £ Sr^-t t 2 - * tff&M $ ti § d H tc & S 0 
[0 2 3 5] 

03 2CDi^|[|J[(53>f>y77'fM M©IM^-7"n^77^ 

»^©M7n-feg|3 3 fc^-f Q 

[0 2 3 6] 
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[0 2 3 7] 

&~f. 7^S 3 2 0 ltC^^t, f?£^gtt, #^(Z)EKB77>f;i/(Dh 

9y *flt$8&$#EllK [Line Count] ££iC. [ 

Line Count] GD# ? > hBttf^V^CDfr ^JdiC, ^#>£#) £ tlfeMSJt 
[n] 0EKB7T>f;i/«tl» o MSt [n] S^gfffflf J|^€ Ujg« 

[0 2 3 8] 

#CJC, ZfS 3 2 0 2 (Cfc^T, b E K B (DjQMiZ J: U , [ n 

[0 2 3 9] 

?£lC, #££Sttl±, Xf^y^S 3 2 0 3 ^-if, S^t--5=r>^>^ 

{CjgMt--5KE K#RAMJC*M3nTV^^;fr U Ye s 

7.7- V 7 S 3 2 0 5{Cjt^, ^-©^f/^K E KfCS^*^T> E (KEK, Kcon 

) l:^lT3>f>^^-5:MbT, Xr^^SS 2 0 9tm -Tftfc*) 

[0 2 4 0] 

7*7- V 7 S 3 2 0 4 {C&V\T. a^3>«r->^©t|[-^JCjgffi"rSKE K#R A 
M JC l&Jlft 3 4iTV\fcV Xr^7°S 3 2 0 6{Cj3V\t, 
Bt#<C$ti^=r>^> x y^r-, E (Kstm, Kcon) ©^^SrW 

/£U SbSmSlZ. 7f'y^S 3 2 0 7 E (Kstm, Kcon) <D 

'&t§rMmiz£ y ny^-yv^-^mnhX, xf7 7°S 3 2 0 9t'g4, ^te£> 

[0 2 4 1] 

T.TV-JS 3 2 0 6C£^T, E (Kstm, Kcon) jtffcV^JpJJg 
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. MlfcEKB©tfj5ll}:j:»JKEK5:Ml, M% 0 K E K \Z <fc § E ( 
KEK, Kcon) (D'&^tim ZMff h X 3 y 3f - &Bt» L/T, Ts^rVf 

S 3 2 0 9tm -r&*>"5, ^WLfcn^^y^-KJ:*-?--*©**-^ S 

[0 2 4 2] 

(EKB) ffl [Line Count] [Line Count 

] (DilVy h«##V*E KB<Dm-%*Mft IT, 3f-Hg-5f ffc^f- : K E K 

LT^<«i^fct-«r fc'fcfc 3>^> v y?S£#! ! 3S<s>|gSJc. flf v>flS^s'"C ram 

tC L K E K & pTIB y , j»^s W * =3 > ^ > ^ f?£ #|£f? T'tS. 
[0 2 4 3] 

[*-IM^D^ (EKB) IC J:«5B§E3r-IBfi] 

±3*©^3trfb3f-:7nv* (ekb) L SBfsicfevM: , fg§E& 

[0 2 4 4] 

&®itEi : #;£^£fflv^^;§;igii:£i£ (iso/iec 9798-2) i±. ^1:029^1 
v^rsiWLfc^fflT&y, ?-*m%mtfMfi2tiz>mje>MmtLhx, mjkdie 
m i &zmu?&t=.tb(D® ! mziLxmi : fzftz>o nuwmK&^xi,** ^r-zoym 

&ft|K a b *±3&<DMlhVC>*--7nvir (EKB) &fffltTS^tiCHIt 
[0 2 4 5] 

03 4 feJ:tfBf3 5 tCtg»<B^yW;UC#j®<0S8SE3f- I K n %M%\\L^-^ 

u-vt (ekb) \z&-oxmm-tz>m)&m*7x-to H3 4iif;w^o, 1, 2 

, 3 KMXsX'^nSmtzUU*- I Kn&gjfef Sfll, 03 Ste^/W^O, 1 
, 2, 3 cficD^A-rx 3 (PRfc) ITf/H^O, 1, 2lC*fLT<Z> 
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[0 2 4 6] 

03 4©«fTfti, 5S*fy-K*-K (t) 0 0CJ:oT, MIE^ — I K n 
^ithtcT 1 -* (b) ilil&JC, -rVM^O, 1, 2, 3 tC^T^tl^tlCZ)^ 
t5;-K*-, U -7^-£JB^TJg§T£*l£y - K=*-K (t) OO^t 

^tg&^$rtb3f-:/ny ? (ekb) &£j£i,TIBfr*So ^ti-rti©^^ ^. 

0 3 4©^tI{C^i-j:e>lcS"r, EKB?:®! ~f £ ^ £ (C J: *j , 51 

irStlfc^- K*-K (t) OO&JRfU JfcWL/ty - K3f-K (t) 

0 0 &M^Tft-5Hb£;fl£:|gIiE3f- :Enc (K (t) 00, I Kn) 

[0 2 4 7] 

*©flS©7VW*4, 5, 6, 7 -8:|fJ— (Dmmt^r-ZfU >y * (EKB) & 

(t) 00$:Mt53i:^t^&^©T% Sfc^KiiE^fc-? 
A-f X {C*f L T <D * - £ £ i £ # T? £ * . 
[0 2 4 8] 

$*lT^<5£ IT, foWfr—'fO)* >A\ -^^t)t>, f/HXO, 1, 2, \z 
SbTOftiSfBfi^M^-ynyi' (EKB) l:4^bt@2f LfeMT'fe 
03 5{C5t-r (a) ^3Mfc3r-:/ny* (EKB) (b) fggE3f- (I 

Kn) (K (t) 0 0) T^^bbfe^-^^SHM-r^o 

[0 2 4 9] 

v*fctM8i3Sfc:j:»J, Jgff^-F=¥- (K (t) 0 0) 5 „ K ( 

t) o o »c«fcs«-9-»c j: ussier- i k n *mn?& B 

[0 2 5 0] 

(EKB) §:gf Lfe^ltt), §t©Mt5U-7^-, y-K*-&ffl^ 
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txst^-k*- (k (t) oo) zwn-t&z. unfit* grjt^. mmzvtf-v 

$T^-K3f- (K (t) 0 0) iE^&*fifiJ£*"3-£^ 
[0 2 5 1 ] 

^©<ke>JC, E KB &jflJMLfcS83E*-©IB^&M^;ri«, t^- < 
IBilJ&S. IM^-^D^ (EKB) &C «fcoTB|P#fbS tl -6 

e k b @2fiffi>§Eitte, t£f$ (A-^a>) «Ji#fcs*i, i&ft&oMafa&Jitfis 

[0 2 5 2] 

Jt&LfcEKBK:j:SME*-©$^&jaicJ: y, y rf?- * Stifc-r A>f ;* ( 
[0 2 5 3] 

[0 2 5 4] 

$>5©Ef2 8-30 £^Tl&E9?b£J:e>}C. fE'&t^fi &5flJ/S U 3 > y CD 
ffilbt, IBIS* tfH^tfRTfBfc&S. r ©HUBM^D 9? Att, 
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[0 2 5 5] 

Lt^fv^S 3 5 0 3 JcM*, &SE«flB&#fc&^IBttjR# 
> MX-^-Ff-f^f, CD-R, D VD^fcMV^^-^iBSi, ff£*&3S: 

[0 2 5 6] 

■^v^S 3 5 0 3©38$E»ffi«:#fcfc^ffi««fl;, MA«^-Kr^^, CD 
-R, D VD^fcMv^^-^fE^ H£*ra#£gfr3*ifcv^ 
[0 2 5 7] 

[0 2 5 8] 

rcDie){c, s^iefli©ggsE^-&^-^s&ft^ny^ (ekb) if'ii^-rs 

Ki:©fflSSfEnriBftS8SE^r-S:SB«'rSii:^«riBi:&S. tot 
K-^-f CD-R, D VD^&MVAfcv 5 -*®**, 

[0 2 5 9] 
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- 7 *Mf&~? * t^mmm*. jE^^^^izy^^n-D^-^^mmmz^ 

&'& J $JfvIM&mmt*c---7Uy ? (EKB) £L,TM@k~?Z>Z.£lZj:V. 

* mmmm »c as » & «s * ^ u A-f ^ ©asEj*3i & r^jjl l t , ^ie^* 

- * MSSISlC £ tt & -j ^ ^ y ffJjg pj|g t L tzM fa ^ m ^ s ^ ^ ^ ^ x 

[0 2 6 0] 

[^xy^-fil ( I CV: Integrity Check Value) f&jffilgjft] 

(ICV) &£f£LT, n^^yiCfcfJCStfttT, ICVCDftllCiy, 
[0 2 6 1 ] 

z2y^yv(D^ y^-^v^-^c -^^v^m. (icv) tt, rnxxtny^-yviz 

S/3.HSt£jgvxTtf-J?:S*U ICV=hash (Kiev, CI, C 
2, •••) tC«fcoTff»S*l-6- KicvlilCVM^-t^. CI, C 2 & 
=r>-^>y©M-e& »J, 3>T->y<Z)M5lfil*0^ vfe-^fgtE^ (MAC 
: Message authentication Code) A^M$tl-&o ttf^ L tc «fc 5 (C, [MAC] 
te, 02 1T«bfeATRAC3f-^77^;HC : l)t^n5o ^*l£>£^M 
bT^^f^'Jr-f -^x^-fit (ICV) ©ff-JJttfJ&SjfiS. 
[0 2 6 2] 

DE Sft#&S«/&£MV^MACffi£;&M : &lI3 7 JC^ 0 03 7©«/£lC 

* y-fe-iJ&Ml, M2, • • MNfcfS) , %Jfflm (Initial Valu 

e («T, I Vfc-tS) ) hMl fcgNt&GWgftlt-S (*0>*g*& I 1 
. fttC, I 1 SrDE smp#-ffcaPlCAtl, At (J^T, KUf5) £/g V^Hf#fb 
"fS (ffl*5:Eli:t4) . jtttt"C, E 1 &&ZfM2 Sr^ftSftfllSfrJ U "£<Dm 
j] I 2 £DE SH&-^ftaP^An, UK 1 £M^TB£-5Hfct-£ (ffi^E 2) „ J^T 



mi£#2 001-3038670 



#2 0 00—247462 



£EN#* y 1Z - S/fgfEflF-f (MAC (Message Authentication Code) ) 
[0 2 6 3] 

£<z> J: ^fcn^-r-^ycDMACiii: i cv£^-k i c v \z;w i/^mWi^ 
mmhxm^xny^yv(D^ yf-Wr-i -fi^i (icv) ifi&f&zti 

^<Df£\ t ^tt>mm^nr=.m^.itny^yv^miz^mLt=. icvt 

ti\Zz2y9-yviz&m,e>te^Z.£tf&mt*ti, iCV^fttf, Bfeg^&ofc 

[0 2 6 4] 

_hMtf><i: ?&-f y^-cfV^-'i (ICV) H\ =r>^>^M^lC^f 

y^-fit (icv) &£;&-r&r ^^nrtg-e^^o «ss[<z>macjcj:s i c vmt 

Wtt, Mx.it I C V=MAC (K i c v, C_MAC [0] | |C_MAC [ 1 
] ||C_MAC [2] H-) iaot^tS. 
[0 2 6 5] 

ny-T-yv&f&mizZif&LZL i cvz&mLT&g. ^-^v >?#mmz£.m i 

[0 2 6 6] 

j*^y K^©sai«SiBJctt, ^m^yryy<D&ftibir, wm^-*. >f 

-fit (ICV) &4«lTft»tSli:A<3>f>5'*«fi»y?<i!)fc«)lcttt» 
[0 2 6 7] 
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mz. ft^y5<yi/=L*^V fcftfflUB^'J*- K^©£i©*#v>j£ 

^#»c^-r«^3iy ^-IB^^aSrlgff^Sifc^SiiJ&S. Mx.liD E S- 
CBC^E- K&C£^T£j££*l£* y -fe - 5?fgMF# (MAC) JCfcy, *xy 
*ftl CV&^S^&^^I^ f-^^:ft5DE S-CBC©® 

[0 2 6 8] 

Afi'JilCifibfc^fVf^'Jr^ -^aiy^ffi (ICV) S^LT^ffr 
**JGftfc-f*z: iltC «fc »J, ICVfiDf i-y^^ &£V^i I C V(«J?B£, Mx. 
ti^-^^JI^Srfc*^ ^f^Jf-f -^xy^ffi (ICV) ©£/*#tJffi*t, 

Xtftii:^^. ^©J:-) ic^-^if U#©^»©>f y^W-r^f -^xy**i 
(ICV) SrftM-T-B^fC-DV^TSiW-t*. 
[0 2 6 9] 

xy^H (ICV) ©ftJWfil^ffilSr^-r. K^©l3«aP (75*;S/a 

^^y) fCtt, @3 8 {C^3*l£<i: "5 JCW&f*-*©-?^ I/* h 'J fC, S4fl 
77>f^ (PBLIST) , mmt^y^-yV h LTHCDATRACK3T- 
^77>f;V (A 3D) #-££ft, ££IC, ^^'JfCli. ttROA-r-^ry 
ny^yVTr-* (#i~#n) ^«»3tis D MtcD^rJy fctt, 
Ws^-r-*, f-UzfU tf^l*^X'2bZ> 0 ££fC, fiPBSCDilffc-r- 
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[0 2 7 0] 

ii©«^-^n>^ (EKB) <Dmmm& (X>f^f^) £1 
Af^'J £ LTigJtLTfc <fcV^ -r^fct), &&*a&fl:3f-"^nv* .(EKB) 
JCkoTflStW $*l£3r-f®#3f- : K E K IZ <k o T^#£ *l& 3 >^ > ^ =¥- K 
con £MnrtB&:i>^>yJfc-££ 1 o©^j^dfU i: LTig)t LTt) iv^ 
[0 2 7 1 ] 

S4ta7 7^;i/ (P B L I ST) , H#ft3>f>*;illtllft0ATRA 
CK3f-^77^f;i/ (A 3 D) <Z>#*lCH\ Bfc^ ai y ? © ;* y -fe - ^ 

(MAC (Message Authentication Code) ) -Ttl £ (DM A 

CffilCS-^VMM >^*U ^-Y • ^aiy *ft (ICV (con) ) *l£ 
o ^ift^n^^^^^MAClBli, S/rL^^E U (DS/->T>^^-^iCMA 

CUXhhLT&M, #3l£*U itlf)0MAC U J* hJCfitJ^T I C V£/£3f 
-Kiev £JSMLTf#£*l<£>-r >f^Uf^ • ^xy (ICV (con) 
) 3*1 5. 

[0 2 7 2] 

[0 2 7 3] 

E (kSTR, kCON) it. *^U;fc- K©* h U-^-Tlf-tHtl/fcn 
^^y^f-"?**. ID (upper) , (lower) fc*, K© 
I$M^ (ID) <DWmimV2b2> a C_MAC [0] it. H4fl7 7-f;i/ (P 
BLIST) (Dmf&7 1 -$iZm-3^T&m,Znfc.MACmV$>Z> a C_MAC c 

l] It. ny^-yv. ^JiifATRACK3f-^77>f;i/# i©f-^J:l^ 

^x^m^nr^MAcm. j^t, n>f> x y^(cMAct^i$ti§„ me> 

©MACMicS^^T^ yrWrJ (ICV (con) ) 

3*1, 4^§llfcICV (con) U T^^n h rUl/fcJi ^ U Cft 



7 5 



ffi£E4t 2001-3038670 



#2 000 — 247462 



[0 2 7 4] 
[0 2 7 5] 

#^-^^y^<D-f >f^'jf-f -^x>y^>fa (icv) & tenses:? - 

Vy-X — ^v V 5:04 0 (C5tt*o fO_revisionit ^J^^U#0O|S 

if^-^^gg^^ti, Mmzntc.m&teJy? v *y hsti*. # o_v e r s 

i onH *^=fy # OCDA-S^a >, # 0_E (KE K, Kiev) 

rfy # 0®^r-Bt-^i'bdr- (KEK)'tlffftLfclCVx^- (Kiev) 

T?a>y, icvoti, *f^'J # o©>r >f ^-f •^x^^-fit (icv) -fg 

T*&£„ J^T, im^tf>^r-####7^y#fCE KB # 1 5 £T*fefflaSffi£.te^ 
[0 2 7 6] 

mmziEv fstifcr hxm^^m> 0 S4 i jc i cv^x>y 

[0 2 7 7] 

tf^tB^frtfWjtstt, «rtBt?&5 7.7-vys 4 o o 2 icas^-ciai* 

^S 4 0 0 lJCfc^T, #^ff^:|3'li^MK©^BS^IiE^«r|gT^V^i:^$ 
tlfe^ti, Xf'^S 4 0 0 3 tCfcV^, frfx^ 1/ fc{E« * *E 'J # - K 

[0 2 7 8] 



ffiliE# 2001-3038670 



#2000—247462 



4 0 0 5 tcfcv^ I C VODff-^HfrStlS. ICVtt, irn$b£ 
[0 2 7 9] 

^CiC^-r-y^S4-0 0 6fCfeV^T, ft H&C J: o Tffffi $ I C V ^ 

^iitfes^ii cvt©jt«!*«ii^3n«o Mi c v#-gto 

7 s - ^ v^WSSti, ^f*;^S4 0 0 7i:fe^r, ^-^M^CDS! 

[0 2 8 0] 

>ry'Jr>f '<?x.v9m (ICV) &4«Ltflt6ii«i:t5ii:K:iy 
^^fyUf-f •^•x^^'fit (ICV) l^©^f^'Jftffif- 

[0 2 8 1 ] 
[JSSMACilS] 

irtf&(£>S£^J3 7 7 -f ATRACK3f-^77>f;i/©f-^^ 
©flreSJE L a: y * fflfflM AC (Message Authentication Code) 

[0 2 8 2] 

04 2 {C|j£§gMAC©£j&, ^MM^t"., 04 2(Cl±, $tffl@21~2 
3 t^LfeATRACK3f-*77>f^-SfcjSLT^S. T-'-^afeS^x 
y #M ©MAC (Message Authentication Code){£, Mi^ATRACK 3f- 

fe«tatCJ:oT^S*l«<fe*>y, ^*7 7^;WCfel|»;5;ftfcMACfc, ^x 
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[0 2 8 3] 

#9*.&, 04 2{C^-rATRACK3 7 r -^7 7'-r;i/(C|&M$tl<5MACli, 
^MACJC^SftE^xv^affc-r-***, riNF-seq#j fr£>tf)^ifc 

*lfcMACA^7T>f ;i/lC«jitt3 4xSci4:JCJ&S. f&:fc>*>, MAC (INF-s 
e q#||A||LT||-) Tf*5. 0 fiOf-^^MAC©M f&;fo"5. HJc 

[0 2 8 4] 

ATRACK3f-*77>f^K:«, fifc* fcftSB-?- * 
lyj'^f-^ti^tlrfcftMACS^U 3tiSffi!8MACi: LT7r 
j*Sti«*U ^i-;i/MAC&c^>v>Tte, S*Wic*fit^3i ^ ZftmMmtt^Zi 

[0 2 8 5] 

04 2tCtt, 5fclCl&0J!L£ I N F — s e q # J^T©^- * & 3fc^ * y # 
r-Zh ItiSlt, ^fiKS4lS*U i/'^MAC7 0 1 #ATR ACK 3 tt 
- * y r A )uz & m $ ft X V * £ „ 

[0 2 8 6] 

££>&C, ATRACK3f-^77>f;bcft0I N F ^-^-^ {C|B»S *lS < 

MAC7 0 1OMAC4Mir-^Mt5f-^, rrftt, [INF 
-seq#] £-^#>T, ^©^© I N F*/^-^ft©&K^xy S'jStfl^-* JC 
aSt5^T$rfc&MAC&£fRU dft&fi£3RMAC £ 7 7>(JWpKfc 

[0 2 8 7] 

[U4 2 JfiSSMAC [MAC (INF) ] 7 0 2(1 MAC (INF-S 

eq# | | path | | MAC (profile) Mothers-) {Ccfc o T£f£$ft£, i©J:^Kl, ft 
§gMACte, ^"U ^l/MACfflMAC^Mtf-^©- SPS^*, ^-©ffitf) 
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[0 2 8 8] 

*>INFfifJgcCD [path] £*T<Z>5*- »J, Iff fc&fj£35M A C 

, &3gMACfC-£**U ^ot'J^MAC©^tf-^T't$)5 [INF — 
s e q#] <D&%ik&&ft%i-DTmi=.te&mAAC<D&t& % Wl^ilrtS 

a 

[0 2 8 9] 

Z.<Dm^. tU^t;i/MACCo^Tt), ^©*f«£7-*-#T&£ [INF-s 

eq#] (Drngmz-tfrnfiznT^zw. mt-izx-v v-mMAc<Dft&.&m 

[0 2 9 0] 

[INF-seq#] W*tf*rfc&SL»©»£K:J:S*£i!l* 
&SV*tt, I N F- s e q > 2 U ;* y h«L3S^tC «fc oTHfr 

[0 2 9 1] 

©MAC^^M^^-^IC, ^-U ^t;i/MAC®MAC^$f-^0- ffi&^lsb 
T> MMAC©mt5MACMf-^ ?&3RM A C ©55*f «r 

tctt, t 'J ^;i/MAC©S4^f t tUfrtSMi: Lfe©T, rt-ys^/b 

[0 2 9 2] 
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[0 2 9 3] 

EI 4 3 (CATRACK3f-f ft 3 >f > ^ b tM^tf ^ ^ 'J 

^f-f y *^©gaisssi o o ^y^yvn^^mn-rsn^.mmA2 o o 

, U&mUB 3 0 0 &B-t a 

[0 2 9 4] 

8B«SS«1 0 OJCtt, Bf-5Ht=r>^>y £ UT, Ef2 l^$:^VNT^flHb^A 

TRACK3f-^77-f;b^iS^ IS^gfcfcv^T a y^yv 
&fc#>tctt, =r>^> x y(Z)^#{C^M^3>^>^^r-K con £Jfc#-T £ Zl £: 

[0 2 9 5] 

* -f, n^mmmmmmfr ^^y^yv^-^ &&&& t & &9 ambic o v % 

T, 04 3lC^SB'ISSIS8 0 0 ilS^SA 8 1 0 fc-eSMB-r*. *f\ IH'H 
$gfi8 0 0 S^gfiA 8 10li, SStiE^aaiBSrll^f-rsfflS©^^*;^ 

-;i/8 01,81 lHc^TfflsaaEaias&igf??-*. ^s^iEii, 

fcLT^ff-rs. i©^, IB'^ISS8 o o S4SSA 8 l o (i, -zn^ft 

tc , ISK&JS (c « & f&jfc L T v * & £ # & SS T & 5 . 
[0 2 9 6] 

fB'H=g» 8 0 0tt, §4§SA 8 10 fcCDffiMSECD/fcfifL IBttSifi 8 0 0 
^©fttfftr^^a-;!/ 8 0 1 {C£t^T, T7^y i/rt^^U 8 0 2lC^MLfeATR 
ACK3f-^77>fM^, fBHI§S©X M/-^-Ks t mT*Bif#^b$tl 
fc3>-5 L > v y^r- : E (Kstm, Kcon) $. 1c.lt. 5fcJCSire Lfe E K B 7 T 
-r^CO^aiCioTIK^BTIg^^r-Bt-^^- (KEK) 

V*-:E (KEK, Kcon) <D ^ftlfr *M U ffi U t^S5:^LT, 
n>f>7^r-Kc o n ^^f#i"S 0 
[0 2 9 7] 

gB«§Sg8 0 0 tt, A 8 10 fc©ffi3LS8SE«FtC^Lfc-fey J/3 
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-K s e s ^m^Xny^-yV^r-K c o n £H*T U £/£OfcHf-£ 

it"r-Z : E (Kses, Kcon) £#£^fiA 8 10 lCj£tf-T5 0 M^fi 
A 8 1 0 tt, fflfflr j ES?:2.-;i/8 1 l fc&i^T, C fcifc-JHtn > y 3f - E 
(Kses, Kcon) &t-yi/3>^-K s e s ttf lt2>f>^^-?: 

[0 2 9 8] 

o 

[0 2 9 9] 
[0 3 0 0] 

3©^l^i?:EI4 3©fa'H^fi8 0 0 £|?£^fiB 8 3 0 hOf^CDmMt.^ 
TWLm-t&o SBDtgfi 8 0 0 fc*, ATRACKSf-^??^;!/*®^^^- 
:/ny# (EKB) A-^3> l/-S/a >) ziy^-yy* 

-<D&&lZ&E£.tji&Ml&m%}<k*-'7Uy9 (EKB) &#j£U 
EKB$:I4ittB 8 3 0icMt5 o 
[0 3 0 1] 

H£=g«B 8 3 0 fa'M^a^EKB £^MU ^ ft <Z) * ^ U 
, iA«E2PROM (ex. 79 V S/a. .* U ) f*J{C&M L fc^/W 7. 7 
d>y? (DKB) S:«V^TS1fiE KB0fflI$:MU ^r-B^*- (KEK) 

[0 3 0 2] 

iiTf, fVX^ * (DKB) lZrD\,\TmWtZ>o 04 4 £ffiV^ 

■xVW^-T/ny * (DKB) ©fc/SfcSWi-rs. L <fc tc, ny^-y 
yU£.m.W<D& J rm*\L HI4 4 (a) IC^iT^ y — «3gc<3D«BBf3«JER<JD5fe 

4 4 (a) tC^-rjMBy- K<0-fey h 5 (SET 5) ICONS'* £-r /I >f U 
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UT<Z)K 1 0 1 , J - K^r-i: ITK 1 0, Kl^P,, ;l/ _ j. ^ _ k 
[0 3 0 3] 

(ex. i^y^^^U-y-K) tsfctt/l/- b£X*<D*r-lzMfo?Z>* 
-t'yhCDfW-t^h^f^X^-^D*^ (DKB) -efe^o 
[0 3 0 4] 

f/H^-yn^ (DKB) ©""5 s -##$fcf&04 4 (b) 04 
4 (b) ic^-f^ic, D K B y — F=¥ — , is&xfjv- h*-ZV --7*c-T* 
mnitLfry 1 -* 'J -73f-£^A-f * (ex. f?£i£fi) ©Zhlz-i/^f 
- : K s t &HlF#ffc*-:/ny * £ LTfll/&£*l£ 

= -r/t-f* (ex. f?£^fi) te, r©f^>f^^-^D^i? (DKB) c£tf)E 
nc (Kstd, Kleaf) h : K s t d ^ffl^tt 

HfU y-7^-Kl eaf SMU $ £ IC, Kf Lfc'J-7*-Kl e a f 

E K B ©Tfi^-^ fbJlH?£^# LT_t££3f — &®§lt^ < ^S©#B& 
3^BTIBi:«;So ^^fA^^^r-zfuv^ (DKB) fete, y --7(Z)i$S!I^-e& 

[0 3 0 5] 

, ^ib^A-r^cfCD-fe^rrLT^^y (ex. SAM) eft {cfttt"T 6 *\ &£V^£ 

-Km a s JC^^JvaT "J-7I D fC]fcJ"r £ /vy 2/ a. £igMU Kstd = has 
h (Kmas, 'J-7ID) t IT^ft^Mi: IT% J:V^. 
[0 3 0 6] 
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H4 3 izm^TnyT>v*-<DMmf&m<Dwim : $:mrtz>o mmmns oo* 

t>Mmt*-~?Uv V (EKB) l:gfl|lfe||4glB 8 3 0tt, flfflftr^^a.- 
;i/8 3 1 ^ ^ U 8 3 2 CM b ferVH X ^ - ^ D ^ (DKB) <b 

«#{C J:ot#6ft57 - K-^r-, h 3t-^£jM LT E K B tc £ U 

ftStlfe^p-Hip-^fb^- (KEK) &^#-r«, 0 EKBO^imt $fctCg|5 

% & v^±® 9 &m ^xmm v tc a mm(D^mT*&$> 0 

[0 3 0 7] 

#MB 8 3 0it m$bi£*-ZfU»j9 (EKB) ©MtaoTMlfc 

*-m^t*- (kek) &/aw tan^e 8 o ofrb&misfcm^it 

ay^-yy*- : E (KEK, Kcon) ©t^a^^fbt 3 >^>^^r- 
[0 3 0 8] 

&33, ®4 3©MifiB 8 3 0(D*^V (E 2 PROM) 8 3 2 tCf&JftSti 
&>f-i/t^/EKBIi, f^WX (S4ifB 8 3 0) iC^^&ftttS tlSffi 

fcrt-^rfy -J - Flcfcv^T, l ocD^zfU K -r-zJU =^^EU 

[0 3 0 9] 

MxJi^ify -y - K©i#o3r-#K o i -efentiK o 1 x-m^ltzftfrji 

- h3f- : E n c (KOI, Kroot) ^ii/t;i/EKBt LT=&M3*l3 

o T-v-?>r^»-r-i/-v;i/E k bo)®mk & >);\s- h^-t'&n't&z.t.tfasffit 

&*J, h^r-JCioTmp^bStlfe^-Uff^fc*- (KEK) £&iSft 

UfcEKB^glbfci^Ctt, >f-i/t;i/EKB^f)||fe;i/- h3r-£MVAT 
3f-H£^Ht3f- (KEK) ifctfnTflBfcfc 5. 

[0 3 10] 

>f-i/t^EKBlt l -dcdJit^v - S - KtcJR-TS^W >ucftil 
J:^ 0 Wi^^U^f^f y?©#^=ru y- Ktf>y- F^r-K0 l, ny^-y 
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yMflMBfcftp-sPCOa^ify J - K©7- K3f-£K 10, %v 
Mfo<7)MMft$imW:Oj]T3V J - Y0)J- K3f-£K 1 1 
©^-^A^f ;UC^#), Enc (KOI, Kroot), Enc (K10, Kro 
o t ) , Enc (K 1 1 , Kroot) © 3 fllS©Hgp#fb;i/- h^r-?:Mbt 
>f-£/-v;bE KB £SgJtbTffi*f -tS^lC <fc y, ■eji-ericD^fcs^rw >uc 

[0311] 

04 51C, ft^tftf)*^'; (ex. E 2 PROM) (C^A-f X 3f - ZfU y >7 

(dkb) h, ^-J/t;i/EKBi:LTlHif, gas^«tM^-^n 

^ (EKB) &*3«Lfc*l^#!fS:^-r o ^fc, 04 6(C^tl^<Z)dr-yn^^ 
[0 3 12] 

mi sommz-D^^mm-tz* vvw* (ex. sa$si?£#i) 045 ( 

a) (DV -yizttfo-tZrAj xT~$> y, y y -fitj£tf)3g8|8B{c*ij££*i3# 

f^'J - ; - KK n 8 (D^jfi'J - (Clt5f^VXT'$)5„ -x^MXlCte, ( 

b) IC^^E nc (Kstd, Kleaf)~Enc (Kleaf, K n 8 ) <Z) 
f/W^Jf-^ny ^ (DKB) '*^J»3tiSo MfbfcDK 
B fcfiiaiTffeS^ y-7^r-lC«fcoTli[JgH|p#fl:3*lT«*?lStlfc7 ! -dftt, 
'J -7^P~<Z)it±®y - F^-Kn 4 7 ^e>*-r-=Ty - y - F^-^SK n 8 

[0 3 13] 

Se>tC, ^/W^tt, SBit, S^fflCDfM^f-^D*^ (EKB) 

©^Sfrft^-^ay * (ekb) iif/H^^r-yn^? (dkb) i:©*&3afc 

o 

[0 3 14] 

IH4 61C, 04 5 (b) ©DKB, E K B A>f * \Z £ -5 =1 >5=- > y 

*-©#»»3tcm*Tl£fT^*;^y if^f>^S 4 6 0 1 IZ& 
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V*T, ^A^Xit. U -7 I mcS^^TX h l/-2/^p-K s t d £#&ajt"£o 
X h U-S^-K s t d {£, U --7 I DtcS^^T-^AW^O-fe^prLT^y 

[0 3 15] 

7£&C, S 4 6 0 2 IC£V\T, ^ M/-^df-K s t dCidV>Tf/U^^- 
V V (DKB) (DWM. -tt£t>*>E nc (Kstd, Kleaf) <Z)^-5§-& 
HfrU . U-^^r-Sr^feS. #UC S4 6 0 3(Cfc^t, 'J-7t-Klea 
f ICSo^TtVM X3r-yn y * (DKB) CDflLS, W^Enc (K 1 e 
af, Kn8) ©tft-^&^ffU ^ =fU - 7 - K3r- fc^ft*. DKBtt, U 

K * - £ E g V - 7 3r - tC «fc S « S iC «fc o T 3? # * S r ii & rT |g h ft * = 
[0316] 

#ClC, 7>7"V7S 4 6 0 4 ; - K*-Kn 8 *»&E KBM&Hf! 

#CfC, ^f*;^S4 6 0 5tCfeV>t, M9hik*~7Uy>7 (EKB) ODMJlfCj: 
ot#S)fe;i/-h^-Kroot?:ffl^TEnc (Kroot, KEK) (Z)^-^ 
WM&Mft hX^r-m^t^-KE KZ$l&>Z> 0 mmz^yfS 4 6 0 6 IC£ 

-*rpKfefflZftf-E n c (KEK, Kcon) ©t#ffia§:llff tt3>f> 

y^f-K c o n &mn~?z> 0 

[0317] 

04 5 (b) CM»ft*-^n?/^ (EKB) ligB^flM©EKBt^ 

MtSEKB £f#-frT#*?>n- Kb, a>T> 4 yi:M#^tEKB 

MLTEI4 6<£*0.g£H??-r£Z:£=&Brtg-r&£o 1345 (b) iC^f^* 

*3r--fUv V (DKB) fcfc, ±fi*»&8a©;-KKn80;-K*-i 
T*£ MM y ~ ^ =¥-"eHiP^b L feT 1 - # £ D K B ©Bf-JHfc^f-^- # £ L fcflttft 
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[0 3 18] 

*K Kettle 3 tiS^g-ettfcv^ #3&E<03^£WWT*5fc«>lcH:, 
[0 3 19] 

■5^1 >f ^ & u - 7 i: ttMbfc^ y h^6'J-7 £ , Z?(Z)/^ 0 *±tf>;l/- 
-:7"ny? (EKB) JC<fcoTI§^ffcS4xfctt&$i«U *l£IEMS&T r A 
v n & n > y v m m t/ 7s a w m m s ti z> „ 

[0 3 2 0] 

EKB) fC£oT^^b£4x£E KB@BfB3f-Rif-J§-3f- (KEK) icSoV^Ift 

#^IBj&it#ra«©affl^«tfc3Efc4 3>'5 t >y»S:^ , ry ytxvy h • 

:/a*y* (EKB) SrSB«^«K:ft«ftS»^tc, #> < © y > V jj V y V ItW o 
^Brffc^r-^ny* (EKB) fC^tlS^-Hf-^- (KEK) £i*#>^-5§- L 

T*^ y tc^MbTJ3< ztizz y, 3>^>yf!fjai$©E k Bfliai 

[m®(Z)ffi#^^0^] 
[mi] 
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m <d t= - * mmtmm <d mm n& & m m -t & m t*& s „ 

[02] 

E © t 1 - # #t3g=£Stf> i/XfA tiUftftf £ «fc - # g&fti £ 0 "e & -5 
[03] 

[04] 

*r--7U*j9 (EKB) CDffli^fHTfftS. 
[05] 

^#§B^©5 r -^^SIiS{c^^^n>^>^^-(D*^[:^-^n y V (ek 
B) 5:^LfcffifMt«^lM$:^t0T'feS o 
[06] 

[07] 

*ftm<DT-2#km&1B;K]SV&m$b1£*--7Uy9 (EKB) <DZ>f<Dm& 
[08] 

*ftw<D?-*mmmmizi3tfz>m$hit*-7n ? v cekb) ny^y 

[09] 

*m%<D^-#mmgiW.lz.isvz>m%}1\:*-7u v ? (ekb) ny^-y 

o 

[010] 

*ftmv>T-*mmmw:iz.i3tfz>mmt3c--7u v v cekb) 
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[011] 
[012] 

*&m<DT- $mmmm^&tt zmmt^mit^-'fu cekb) comfc 

[El 3] 

*3%m<DT-*Mmmmizi3tfz>mmt*-'7u y z (ekb) <D^.mMU^ 

[HI 4] 

*^m(DT-z%mmmz&tt&ffimtmmt*--7uv v cekb) *mm 

[015] 
[01 6] 
[01 7] 
[018] 

m <d ? - % mmmm iz & w & u <g m y t -r jv <d -r - * & <r bs tc ^ 

[019] 

^ © t-* - # ^a^tt ic & w -5 - # ^ r >r ;i/ © t 1 - # #ia & m »& w (c ^ -r 

[02 0] 

w <d -r - # ^.gi^s iz w & S£ nfjg •? 7 << ji ay f= - # & <k y 3¥fin »c 
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[02 1] 
[02 2] 
[02 3] 

w © -7 s - # ra^s & vt z> 7 s - * y y 4 )v <d stt'v v #<d —as & m -t m 

[02 4] 

[02 5] 
[02 6] 

#38 fH©^- # MS^filC 13 £ # 7 T >f ;i/<Z)«'f£ >y #~<Z)-3P £^ 
[02 7] 

[02 8] 

#36 W©'?- * ^lilt: few -5 v 5 - # fB^3S7 n - £^-r0T*& £ . 
[02 9] 

w <d ? - * mmmm tc & v n t jsm rt tg & ms.wM&m & ^-r 0 -e* s . 

[03 0] 
[03 1] 
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[03 2] 
[03 3] 

*^mo)T-zmmmmztettz>*-^mk-?uv 9 (ekb> zmmht^ 

[S3 4] 

o 

[03 5] 

*!§^©T-*-^^TOS{Cj3^-5^^[:^r-^P V V (EKB) MU^r- 

o 

[03 6] 
[03 7] 

CV) ffi^MfSMACMi&^tit'feS. 
[03 8] 

*$&wa>7 : -*%! : mmniz.i3vz>( y^yvrj -^-^vvm. (icv) 

[03 9] 
[04 0] 



9 0 



ffi!rE#2 001-3038670 



#2000—24 74 62 



[04 1] 
[04 2] 

[04 3] 

*^m(DT~zmm^mz&ttz>*r-mmkzruv v cekb) zm^itziy 

[044] 

*&w<dt- *Mmmniz&\,\Tmmztiz>T^4 x^r-^u y# (dkb) 

[04 5] 

*&W(DT-#mmmmz.35tfz>7 1 ^^ y ? (dkb) , ^--^n 

[04 6] 

^mcDT-tmmmmiz&v&^ji^ ^^~yu y v (dkb) , *-mn 
itzfuy>7 (ekb) *m^r~ny^yy*-<DMmmmmM*Mm-*z>m-i:i!b 

io ny^-yvmm^m 

1 i ^y#-*v h 

1 2 m&mm 

1 3 mmmm 

14 ^ t-v t 

20 ^-^gtii^m 

2 1 /\°- y-*-;i/n>t?3. — # (PC) 
2 2 sK-* >Ol/-?A>f :* (PD) 

2 3 8t^«fS, PDA 

2 4 aa»n^«, >f-2*m3z 
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2 5 


n 




3 0 


fa 




10 0 


/\° 


-y^-;i/n> tfrL-^ (PC) 


2 0 0 


n 




3 0 0 


IB 




6 0 1 


A 




6 0 2 




6 0 3 


ir 




6 0 4 




6 0 5 




6 0 6 


T 




6 0 7 




6 0 8 


m% 


3 3 , 


4 3 




5 0 , 


6 0 




5 1, 


6 1 




5 2, 


6 2 




5 3 , 


6 3 




5 4, 


7 4 




5 5, 


6 5 





34 

4 4 «B^=E^3.-;i/ 

4 5 

4 6 

4 9 ;* ^ U 

800 mmmm 

8 0 1 ftHlV^^a.-;!/ 

8 0 2 Z7^y i/=L*^V 

8 10 S4itA 
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8 11 fflffl^Vx.-Jl 

8 3 0 |?£^fiB 

83 1 fflffl=£i/3.-)l 

8 3 2 ^ ^ U 
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1 ffiIIE#2 0 0 1 - 3 0 3 8 6 7 0 




ftHtn 2001-3038670 



#2 000 — 247462 



[S3] 




3 
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[04] 

(A) ^aMb*— (EKB: Enabling Key Block) 0«1 



A— V3>(Version):t 




Bt-SHt*— 


O 


Enc(K(t)0. K(t)R) 


OO 


Enc(K(t)00, K(t)O) 


OOO 


Enc(KOOO. K(t)OO) 


001 


Enc(K(t)001. K(t)OO) 


OOIO 


Enc(K0010, K(t)OOD 



(B) ^a-fb^—^P^CEKB: Enabling Key Block) 0J2 



/<— i?3>(Version) :t 




B&^Hb*- 


OOO 


Enc(KOOO. K(t)OO) 


001 


Enc(K(t)001, K(t)OO) 


OOIO 


Enc(K0010, K(t)OOI) 



4 
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5 
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[H6] 



CM 
O 
(0 



O 
CD 



CD 
O 
(0 



K £ 
Ih-S 



.!? .2 

.1 <D 





a> 






A 
V 


oint 


1 




°-£ 
*s 


a 




ese 




5 







O 
(0 

1h Q 



v 

0) 



rrr 

^- CO LO 

o o o 

CD CD CD 



o 

CD 



oo 
o 

CO 



o 
p 



o 

UJ 

is 
I 

1h 







1— 


k. 




D 
-•-» 




Cu 
C 


o 


bo 
CO 


o 




e 
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[09] 



o 
o 



o 
o 
o 



c 
o 
o 



mil 














UJ 







lh 
n 

1 



o 

K 

V 
v» 

1h 



I 



LU 



> GO 

■rt- * 

^3 LU 



o 
o 



o 
o 
o 

c 
UJ 



o 
o 



o 
o 



o 
c 
LU 



o 
o 



o 

o 
o 

' 

o 
c 
UJ 



* — >» 

o 

I s 
?^ ii 

A CD 

n 



I 

J' 



n tin 
^ p «s 

■Hi 

3 AdP 
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[010] 




KB 


5 


UJ 


1 

m 




EK 




■OS 

I 

1h 




at 

Si 
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[01 2] 



Kroot 
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[013] 
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[01 5] 
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[Ell 6] 







IKO 


12 12 81 










IK1 












IK3 






IK30 






IK31 




SJ-r— £ 


IDO 






Kstm 
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[Ell 7] 



1 7 
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[Ell 8] 



Header 
NM1 — S 
NM2-S 
TRKTBL 



INF-S 
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[019] 



Header 
NM1 — S 
NM2 — S 
TRKINF 
PRTINF 



INF 



Header 



ATRACK3DATA 



Header 



ATRACK3 DATA 



19 ffiS#2 00 1-303 86 70 
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[02 0] 



A 







O 


1 


2 


3 4 


5 6 


i 


8 


9 A 


E 


C D 


E F 


OxOOOO 


BLKIC 


5-TLO 


Reserved 


Mcode 


REVISION 


Reserved 


OxOOlO 


SN1C+L 


SN2C+L 


SINFSI2E 


T— TRK 


VerNo. 


Reserved 




B 


wXUU £\J 


NM1-S(256) 


0x01 20 


NM2-S(512) 
























0x0310 






























Ox032O 


Reserved (4) 


EKB version 


E(Kstm, Kcon) 


0x0330 


E(KEKn. Keen) 


C__MAC[0] 


Ox034O 




Reserved (8) 


Reserved (3) 


MGR 


S-YMDhms 


0x0350 


TRK 


-OOI 


TRK 


-002 


TRK— 003 


TRK-004 


TRK— 005 


TRK- 


-006 


TRK-0O7 


TRK-008 


0x0360 


TRK 


-009 


TRK 


-OIO 


TRK— 01 1 


TRK— 012 


TRK-013 


TRK- 


-014 


TRK-015 


TRK— O 1 G 










0x0660 


TRK— 393 


TRK- 


-394 


TRK -395 


TRK-396 


TRK-397 


TRK- 


-398 


TRK— 399 


TRK-400 


Ox0670 


INF- 


-S(14720) 
























Ox3FFF 




BLKID 


-TLO 




Reserved 


Mcode 


REVISION 


Reserved 


c 


0 


1 


2 


3 


4 5 


6 7 




8 9 




A 


B 




C D 


E F 




INF 


0X00 


ID 


0X00 


SIZE 


Mcode 


C+L 


Reserved 


DATArT&S 
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[02 1] 



OxOOOO 
0x0010 
Ox0O20 

0x01 20 

0x03 1 O 
OxO320 
0x0330 
Ox0340 
Ox0350 
0x0360 
0x03 70 
0x038O 
Ox0390 



0x3FFF 
0x4000 
0x4010 
0x4020 

0x41 AO 

Ox4320 

0x04A0 
Ox7DAO 
0x7F20 
Ox7FFO 
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